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GEREKCE

Avrupa Konseyi (AK) biinyesinde hazirlanarak 23 Kasim 2001 tarihinde Budapegste’de
imzaya acilan ve 1 Temmuz 2004 tarihinde yiiriirliige giren “Sanal Ortamda Islenen Suglar
Sozlesmesi”ne AK disindaki iilkelerin de taraf olma imkani bulunmaktadir. Bugiine kadar 32’si
AK iiyesi ve AK digindan ABD olmak iizere toplam 33 iilke Sozlesmeye taraf olmustur. 14 tilke
ise Sozlesmeyi imzalamig; ancak heniiz onaylamamustir.

Anilan  Sozlesmenin iilkemizce imzalanmasi konusunda  zamanmnda ilgili
makamlarimizdan alman goriisler 1s18inda, Sozlesmeye i¢ hukuk diizenlemelerinin
tamamlanmasmin ardindan taraf olunmasinin uygun olacagi sonucu ¢ikmus ve ilgili bakanliklarin
Sozlesmeyle ilgili i¢ hukuk gereklerinin yerine getirildigini bildirmeleri Uzerine Sozlesme,
Hiikiimetimiz adina 10 Kasim 2010 tarihinde Strazburg’da imzalanmugtir.

internet ve bilgisayar aglari araciligiyla iglenen suglara iligkin ilk uluslararasi Sozlesme
olan belge, 6zellikle telif haklarinin ihlali, bilgisayarla baglantili sahtecilik, ¢ocuk pornografisi ve
giivenlik aglarinin ihlali konulari iizerine odaklanmaktadir.

Sanal ortamda islenen suglarin ortak tammlarinin yaptlmasini, bu alanda iilkelerin maddi
ceza hukuku unsurlarini uyumlu hale getirmeyi, suglarin sorusturulmasi ve kovusturulmas i¢in
gerekli olan yerel ceza usul hukuku yetkilerini saglamay: ve etkin bir uluslararasi igbirligi rejimi
olusturmay! amaglayan s6z konusu Sozlesme, kiiresel diizeyde etkilere sahip olabilecek bir
hukuki belgedir.

Budapeste Sozlesmesi adiyla da anilan ve siber ortamda ozgiirliiklerin, insan haklarinin ve
giivenligin korunmas ile risklerin azaltilmasina iliskin kabul edilmis tek uluslararas rehber olan
belge, hiikiimetlerin vatandaslarini korumasina yonelik dnemli bir arag niteligindedir.

S6z konusu Sozlesmenin onaylanmasi, iilkemizin Avrupa Konseyi gergevesinde
olusturulan ortak hukuk sistemine siber ortamda islenen suglarla miicadele alaninda da dahil
olmasini saglayarak uluslararasi sayginligina katkida bulunacaktir.
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ETS-185’E ILISKIN CEKINCELER VE BEYANLAR

D 40. Madde ve 2. Madde’ye istinaden, Tiirkiye Cumhuriyeti Devleti, sugun bilgisayar
verilerini elde etmek veya bagka bir sahtekar niyetle veya bir bilgisayar sistemine bagli baska
bir bilgisayar sistemiyle iligkili olarak giivenlik tedbirlerinin ihlal edilmesi suretiyle islenmis
olmasim sart kostugunu beyan eder.

2) 40. Madde ve 7. Madde’ye istinaden, Tiirkiye Cumhuriyeti Devleti, bilgisayarla
baglantili sahtecilige iliskin Madde 7°deki su¢ taniminin Tiirk kanunlarina gére dolandirma
veya benzeri hileli davranis kastim gerektirdigini beyan eder.

3) 42. Madde ve 14. Maddenin 3 (b) paragrafina istinaden, Tlirkiye Cumhuriyeti Devleti,
herhangi bir hizmet saglayicimin bilgisayar sistemi {izerinden iletisime iligkin olarak, soz
konusu sistemin belirli bir kullanici grubunun menfaatine isletiliyor olmasi; halka agik
iletisim gebekelerini kullanmiyor olmasi ve halka ag¢ik ya da 6zel nitelikli bagka bir bilgisayar
sistemine bagli olmamasi halinde, s6z konusu aktarima iligkin olarak 20. ve 21. Maddelerde
belirtilen 6nlemleri uygulamama hakkini sakl: tutar.

4) 42. Madde ve 22. Madde’ye istinaden, Tiirkiye Cumhuriyeti Devleti, Tiirk
vatandaginin yurt diginda iglemis oldugu suglardan dolayr Tiirk Ceza Kanunu’nun 11. ve 13.
Maddeleri ¢ercevesinde yarg: yetkisini kullanma hakkini sakl: tutar.

5) 42. Madde ve 29. Maddenin 4. Paragrafina istinaden, Tiirkiye Cumhuriyeti Devleti,
¢ifte sugluluk sartinin verilerin agiklandigi tarihte yerine getirilemiyor olduguna iligkin

gerekgeler bulunmasi halinde, isbu madde ¢ergevesinde verilerin korunmasi talebini reddetme
hakkini sakli tutar.

6) 24. Maddenin 7 (a) paragrafina istinaden, Tiirkiye Cumbhuriyeti Devleti, suglularin
iadesine iligkin anlagsma mevcut olmadig durumlarda, suglularin iadesi veya gegici tutuklama
taleplerini iletmek veya almak iizere Adalet Bakanligin yetkili makam olarak belirler.

7 27. Maddenin 2 (c) paragrafina istinaden, Tiirkiye Cumbhuriyeti Devleti, karsilikli

,.,ﬁyaalsdgm taleplerinde bulunmak, talepleri yanitlamak, bu taleplerin geregini yerine getirmek
/ "’;Vaxa bunlarin geregini yerine getirecek makamlara bu talepleri iletmekle Adalet Bakanhglm

merkem makam olarak belirler.
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8) 35. Maddenin 1. Paragrafina istinaden, Tirkiye Cumhuriyeti Devleti, 7 giin/24 saat
esasina gore temas noktasinin

Emniyet Genel Mudiirliigi

Kagakeilik ve Organize Suglarla Miicadele Daire Bagkanligi/Bilisim Suglariyla Miicadele
Sube Miidiirligii

Karanfil Sok. No 57 Ankara-Tiirkiye

cybercrime@kom.gov.tr

oldugunu beyan eder.




RESERVATIONS AND DECLARATIONS REGARDING ETS-185

1) In accordance with Article 40 and Article 2 of the Convention, the Republic of
Turkey declares that it requires that the offence be committed by infringing security
measures, with the intent of obtaining computer data or other dishonest intent, or
relation to computer system that is connected to another computer system.

2) In accordance with Article 40 and Article 7 of the Convention, the Republic of
Turkey declares that the offense set forth in Article 7 regarding computer-related forgery
requires an intent to defraud or similar dishonest intent under Turkish Law.

3) In accordance with Article 42 and Article 14 paragraph 3 (b) of the Convention, the
Republic of Turkey reserves the right not to apply the measures referred in Article 20 and
Article 21 to communications being transmitted within a computer system if the system is
being operated for the benefit of a closed group of users and does not employ public
communications networks and is not connected with any other public or private computer
system.

4) In accordance with Article 42 and Article 22 of the Convention, the Republic of
Turkey reserves the right to establish jurisdiction within the scope of Article 11 and 13 of
the Turkish Criminal Law when the offence is committed by a Turkish national outside its
sovereign territory.

5) In accordance with Article 42 and Article 29 paragraph 4 of the Convention, the
Republic of Turkey reserves the right to decline the request for preservation of data under
this article in cases where it has reasons to believe that at the time of the disclosure of
stored computer data the condition of dual criminality cannot be fulfilled.

6) In accordance with Article 24 paragraph 7 (a) of the Convention, the Republic of
Turkey designates the Ministry of Justice as the authority responsible for making or
receiving requests for extradition or provisional arrest, in the absence of an extradition

treaty.




7) Ih accordance with Article 27 paragraph 2 (c) of the Convention, the Republic of
Turkey designates the Ministry of Justice as the central authority responsible for sending
and answering requests for mutual assistance, the execution of such requests or their
transmission to the authorities competent for their execution.

8) In accordance with Article 35 paragraph 1 of the Convention, the Republic of Turkey
designates as point of contact available on a twenty-four hour, seven-day-a-week basis:

Turkish National Police
Department of Anti-smuggling and Organised Crime/Cybercrime Division
Karanfil Sok. No:57 Ankara-TURKEY

cybercrime@kom.gov.tr




Sanal Ortamda Islenen Suclar
Sozlesmesi

Budapeste, 23.11.2001
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Giris

Avrupa Konseyi’ne iiye Devletler ve bu Sozlesme’yi imzalayan diger Devletler;

Avrupa Konseyi’nin amacini iyeleri arasinda daha genis bir birlik saglamak oldugunu dikkate
alarak;

Bu Sozlesme’ye taraf olan diger Devletlerle isbirliginin gelistirilmesinin 6neminin farkinda
olarak; /

Toplumun sanal ortamda islenen suglara kars1 korunmasi igin diger hususlann yam sira, uygun
mevzuatin kabul edilmesi ve uluslararasi isbirliginin gelistirilmesi suretiyle ortak bir ceza
siyasetinin &ncelikli olarak takip edilmesi ihtiyacina kani olarak;

Bilgisayar aglarmin dijitallesmesinin, yakinsamasmin ve siirekli olarak kiiresellesmesinin
beraberinde getirdigi biiyiik degisikliklerin farkinda olarak;

Bilgisayar aglarmin ve elektronik bilgilerin cezai sug islenmesi amaciyla da kullanilabilecegi ve
bu tir suglara iliskin delillerin bu aglarda depolanabilecegi ve bu aglar aracilifiyla
aktarilabilecegi riskinden endise duyarak;

Sanal ortamda islenen suclarla miicadelede Devletlerle 6zel sektdr arasinda isbirliginin
gerekliliginin ve bilgi teknolojilerinin kullanimi ve gelistirilmesine iligkin mesru ¢ikarlarin
korunmasi ihtiyacin tantyarak;

Sanal ortamda islenen suclara karsi etkin miicadelenin cezai konularda artirilmg, hizli ve iyi
isleyen bir uluslararasi igbirligini gerektirdigine inanarak;

Isbu S6zlesme’nin bilgisayar sistemlerinin, aglarmm ve bilgisayar verilerinin gizliligini,
butiinliigiinii ve erisilebilirligini hedef alabilecek eylemleri caydirici olmamn yamsira, bu tiir
sistemlerin, aglarin ve verilerin kétiiye kullaniminin igbu Sézlesme’de tamimlandigi gibi bdylesi
eylemlerin su¢ haline getirilerek engellenmesi ve sozkonusu cezai suglarla etkili bi¢imde
miicadele edilmesine yetecek yetkilerin temin edilmesini saglamak amaciyla, bu tiir cezai
suclarin hem ulusal hem de uluslararasi diizeyde tanimlanmasi, sorusturulmasi ve yargiya
gétiiriilmesinin kolaylastirilmasi ve hizhi ve giivenilir uluslararasi igbirliginin saglanmasina
yonelik diizenlemelerin temin edilmesi i¢in gerekli olduguna kani olarak;

Herkesin miidahale olmaksizin diisiinceye sahip olma hakkini, simirlardan bagimsiz olarak her
tiirlti bilgi ve diistinceyi arama, alma ve iletme hakki da d&hil olmak tizere, ifade 6zgiirligi ve
6zel hayata sayg1 gosterilmesine iliskin haklar1 diizenleyen 1950 Avrupa Konseyi Insan Haklari
ve Temel Ozgiirliiklerin Korunmasi Sézlesmesi, 1966 Birlesmis Milletler Medeni ve Siyasi
Haklar Uluslararas1 Sozlesmesi ve diger ilgili insan haklar1 anlasmalarinda giivence altina
alindig1 tizere, kanunlarin uygulanmasi ile temel insan haklarina saygi arasinda uygun bir
dengenin saglanmasina ihtiya¢ duyuldugunu dikkate alarak;

1981 Kisisel Verilerin Otomatik Islenmesinde Bireylerin Korunmasi Hakkinda Avrupa Konseyi
Sozlesmesi tarafindan belirtildigi gibi kigisel verilerin korunmast hakkini dikkate alarak;

1989 Birlesmis Milletler Cocuk Haklar1 Sozlesmesi ve 1999 Uluslararas1 Calisma Orgiitii Cocuk
Isciliginin En K&tii Durumlar Sézlesmesini goz dniinde bulundurarak;

Cezal konularda isbirligine iliskin mevcut Avrupa Konseyi sozlesmelerinin yanisira Avrupa
Konseyi iiye Devletleri ve diger Devletler arasinda yapilmig olan benzer antlagmalar da dikkate
alarak ve bilgisayar sistemleri ve verileriyle alakali cezai suglara iliskin cezai sorusturmalarin ve
kovusturmalarin daha etkin bir bigimde gerg;eklestirilmesi ve bir cezal sugun elektronik
ortamdaki kanitlarinin toplanabilmesinin saglanmasi 191n isbu Sozlesme’nin ilgili sozlesmeleri
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Birlesmis Milletler, OECD, Avrupa Birligi ve G8 tarafindan yapilan calismalar da déhil olmak
{izere, sanal ortamda islenen suglarla miicadelede uluslararasi anlayis ve igbirligini daha da
gelistiren son gelismeleri memnuniyetle kargilayarak;

Telekomiinikasyon dinlemelerine dair istinabe miizekkereleri hususunda Ceza Islerinde
Karsilikli Adli Yardim Avrupa Sozlesmesi’nin pratikte uygulanmasina iliskin R (85) 10 sayih
Bakanlar Komitesi Tavsiye Karari’ni, telif haklart ve komsu haklar alaninda korsanlik
hakkindaki R (88) 2 sayili Bakanlar Komitesi Tavsiye Karar’ni, polis sektoriinde kisisel
verilerin kullanimuni diizenleyen R (87) 15 sayili Bakanlar Komitesi Tavsiye Karari’ni, 6zellikle
telefon hizmetleri s6zkonusu oldugunda telekomiinikasyon hizmetleri alaminda kisisel verilerin
korunmasi hakkindaki R (95) 4 sayili Bakanlar Komitesi Tavsiye Karari’'m, bunlarin yanisira,
bazi bilgisayar suglarnin tanimlanmasina iligkin olarak ulusal yasama organlarina yonergeler
saglayan, bilisim suglar1 hakkindaki R (89) 9 sayili Bakanlar Komitesi Tavsiye Karari’m ve
ayrica, bilgi teknolojisiyle iligkili ceza muhakemeleri usul hukuku sorunlarmna iligkin R (95) 13
say1l1 Bakanlar Komitesi Tavsiye Karari’n hatirlatarak;

Sanal ortamda islenen suglara iliskin i¢ hukuktaki ceza kanunu hikiimlerini birbirlerine
yakinlagtirmak ve bylesi suglarin sorugturulmasinda etkin yontemlerin kullanilmasini saglamak
amaciyla Bakanlar Komitesi’nin, Avrupa Sug¢ Sorunlari Komitesi (CDPC) tarafindan sanal
ortamda islenen suglara iligkin yiiriitiilen ¢aligmalar1 desteklemesini oneren ve Avrupa Adalet
Bakanlar’min 21. Konferansi’nda (Prag, 10 ve 11 Haziran 1997) kabul edilen 1 sayili Karari;
ayrica, miizakere eden taraflarin Sozlesme’ye olabildigince ¢ok sayida Devletin taraf olmasini
saglamak icin uygun ¢dziimleri bulmak yoniinde gabalarini strdiirmelerini destekleyen, bunun
yansira sanal ortamda islenen suglara karst miicadelenin kendine 6zgli kosullari oldugunu
gereken sekilde dikkate alan hizli ve etkin bir uluslararas igbirligi sistemine duyulan ihtiyaci
teslim eden 23. Avrupa Adalet Bakanlar1 Konferansi’nda (Londra, 8 ve 9 Haziran 2000) kabul
edilen 3 sayili Karari géz 6niinde bulundurarak;

Yeni bilgi teknolojilerine iliskin gelismelere Avrupa Konseyi’'nin standartlarini ve degerlerini
temel alan ortak yamtlar aramak amaciyla, Avrupa Konseyi Devlet ve Hitkiimet Bagkanlari’nin
ikinci Zirveleri vesilesiyle (Strazburg, 10 ve 11 Ekim 1997) kabul ettikleri Eylem Plan’n1 da gz
Oniinde bulundurarak;

Asagida belirtilen hususlarda mutabik kalmuglardir:

Boliim I — Terimlerin Kullanimi
Madde 1 - Tanimlar
Isbu S6zlesme’nin amaglar1 bakimindan:

a “bilgisayar sistemi” terimi, bir veya birden fazlasi, bir program uyarnca
otomatik veri isleyebilen herhangi bir cihaz veya birbiriyle baglantili veya
ilgili bir grup cihaz ifade eder.

b “bilgisayar verisi” terimi, bilgisayar sisteminin bir islevi yerine getirmesini
miimkiin kilan bir programi da kapsayan, olgularin, bilginin veya
kavramlarin bir bilgisayar sisteminde islenmeye uygun haldeki her tiirli
temsilini ifade eder.

c “hizmet saglayic1” terimi:

i hizmetlerini kullananlara bir bilgisayar sistemi araciligiyla iletisim
kurma olanagi saglayan™her, tiirli kamu veya Ozel sektor tlizel
kigisini, ve Tt T




ii boylesi iletisim hizmeti veya bu hizmetlerin kullanicilarni adina
bilgisayar verilerini isleyen veya depolayan diger her tiirlii tiizel
kisiyi ifade eder.

d “trafik verisi” bir bilgisayar sistemi aracilifiyla gerceklesen iletisimle ilgili

olan, iletisim zincirinin bir halkasimi tegkil eden bilgisayar sistemi
tarafindan {iretilmis, iletisimin baglangi¢c noktasini, hedefe varig noktasini,
izledigi yolu, saatini, tarihini, boyutunu, siiresini veya iletisimde kullamlan
temel hizmetin tiiriinii gdsteren herhangi bir bilgisayar verisini ifade eder.

Boliim II - Ulusal Diizeyde Alinacak Tedbirler
Kisim 1 - Maddi Ceza Hukuku
Baglik 1 — Bilgisayar verilerinin ve sistemlerinin gizliligine, biitiinliigiine ve
erigilebilirligine yonelik suglar
Madde 2- Yasadisi Erisim

Taraflardan her biri, bir bilgisayar sisteminin tamamina veya bir kismina haksiz
yere gergeklestirilen erigimi, kasten yapildig1 zaman, kendi i¢ hukuku kapsaminda
cezai bir su¢ olarak tamimlanmasi i¢in gerekli olabilecek yasama tedbirlerini ve
diger tedbirleri kabul edecektir. Taraflardan biri, s6zkonusu sugun, bilgisayar
verilerini elde etmek veya baska bir sahtekar niyetle veya bir bilgisayar sistemine
bagl bagka bir bilgisayar sistemiyle iligkili olarak giivenlik tedbirlerinin ihlal
edilmesi suretiyle islenmis olmasim sart kosabilir.

Madde 3 — Yasadis1 Araya Girme

Taraflardan her biri, bilgisayar verileri tasiyan bir bilgisayar sisteminden
elektromanyetik dalgalarla yayilma da dahil olmak iizere, bilgisayar verilerinin bir
bilgisayar sisteminden diger bir bilgisayar sistemine veya bir bilgisayar sisteminin
kendi i¢inde umuma kapal olarak iletimi esnasinda teknik yontemler kullanilarak
gerceklestirilen araya girme fiilinin, haksiz yere ve kasten yapildig1 zaman, kendi
i¢c hukuku kapsaminda cezai su¢ olarak tamimlanmas: igin gerekli olabilecek
yasama tedbirlerini ve diger tedbirleri kabul edecektir. Taraflardan biri, sézkonusu
sugun sahtekarliga yonelik veya bagka bir bilgisayar sistemine bagh bir bilgisayar
sistemiyle iligkili olarak islenmis olmasini sart kosabilir.

Madde 4 — Verilere miidahale

1 Taraflardan her biri, bilgisayar verilerine haksiz yere zarar verilmesi, verilerin
silinmesi, tahrip edilmesi, degistirilmesi veya engellenmesinin, kasten
gerceklestirildigi zaman, kendi i¢ hukuku kapsaminda cezai su¢ olarak
tammlanmas: i¢in gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul
edecektir.

2 Taraflardan biri, 1. paragrafta tamimlanan fiillerin ciddi zararla sonuglanmasi
gerektifini sart kogma hakkini sakli tutabilir.




Madde 5 — Sisteme miidahale

Taraflardan her biri, bilgisayar sistemlerine veri girisi yaparak, bu verileri ileterek,
bilgisayar verilerine zarar vererek, bunlar silerek, tahrip ederek, degistirerek veya
engelleyerek bir bilgisayar sisteminin isleyisinin haksiz yere engellenmesinin,
kasten gergeklestirildigi zaman, kendi i¢ hukuku kapsaminda cezai su¢ olarak
tanimlanmasi igin gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul
edecektir.

Madde 6 — Cihazlarm kétiiye kullanimi

Taraflardan her biri, kasten ve haksiz yere gerceklestirildigi zaman, asagidakilerin
kendi i¢ hukuku kapsaminda cezai su¢ olarak tanimlanmas igin gerekli olabilecek
yasama tedbirlerini ve diger tedbirleri kabul edecektir:

asagida belirtilenlerin 2 ila 5. maddelerde belirtilmis herhangi bir sugun islenmesi
i¢in kullanilmalar1 amaciyla Uretimi, satigi, kullanim amagh tedarik edilmesi, ithal
edilmesi, dagitimi veya bagka sekilde erigilebilir hale getirilmesi:

i bir bilgisayar programi da dahil olmak iizere, oncelikli olarak yukarida
belirtilen 2 ila 5. maddelerde belirtilmis herhangi bir sugu islemek
amactyla tasarlannug veya uyarlanmisg bir cihaz;

il bir bilgisayar sisteminin tamamina veya herhangi bir kismina erisimi
miimkiin kilan bir bilgisayar sifresi, erisim kodu veya benzer bir veri.

Ve

yukarida paragraf a.i veya ii’ de atifta bulunulmus bir 6geye, 2 ila 5. maddelerde
belirtilmis herhangi bir sugun iglenmesi i¢in kullanilmasi amaciyla bulundurma.
Taraflardan biri, yasa geregi cezal sorumlulugun dogmasi igin bahsi gecen
Ogelerden belli bir sayida bulundurulmasim sart kosabilir.

Isbu madde, bu maddenin 1. paragrafinda atifta bulunulan {iretme, satma, kullanim
amagl1 tedarik, ithalat, dagitma veya baska sekilde erisilebilir hale getirme veya
bulundurmanin, 2 ila 5. maddeler uyarinca su¢ islemek maksadiyla
gerceklestirilmemesi durumunda, 6rnegin bir bilgisayar sisteminin yetkililerce test
edilmesi veya korunmasiin amaglandigi hallerde, cezai yiikiimliiliikk doguracag:
seklinde yorumlanmayacaktir.

Taraflardan her biri, ¢ekincenin isbu maddenin 1.a.ii paragrafinda s6zii edilen
Ogelerin satig1, dagitimi veya bagka sekilde erigilebilir hale getirilmesiyle alakalh
olmamasi kaydiyla, isbu maddenin 1.paragrafimm uygulamama hakkini sakli
tutabilir.




Baslik 2- Bilgisayarla baglantili suglar
Madde - 7 Bilgisayarla baglantili sahtecilik

Taraflardan her biri, 6zgiin olmayan verilerle sonuglanan yeni veri girme, verileri
degistirme, silme veya engelleme eylemlerinin, sozkonusu verilerin yasal agidan
ozglin verilermis gibi kabul edilmesi veya islem gormesi niyetiyle, kasten ve
haksiz yere gergeklestirildigi zaman, verilerin dogrudan okunabilir ve anlagilabilir
olup olmadigina bakilmaksizin, bu eylemlerin kendi i¢ hukukunda cezai sug
olarak tanimlanmas: i¢in gerekli olabilecek yasama tedbirlerini ve diger tedbirleri
kabul edecektir. Taraflardan biri, cezai yikiimliiliigiin dogmas: i¢in, eylemin hile
veya benzer bir sahtekarlik niyetiyle gergeklestirilmis olmasim sart kosabilir.

Madde - 8 Bilgisayarla baglantih dolandiricihk

Taraflardan her biri, asagida belirtilenler, kasten ve haksiz yere gergeklestirildigi
zaman, bir bagka sahsin mal kaybina sebebiyet verdiginde, bunlarin kendi ig
hukukunda cezai su¢ olarak tamimlanmasi i¢in gerekli olabilecek yasama
tedbirlerini ve diger tedbirleri kabul edecektir:

Sahislarin kendilerine veya bir bagkasina haksiz yere maddi menfaat saglamak
i¢in hile veya sahtekérlik niyetiyle;

a bilgisayar sistemlerine veri girisi yapma, verileri degistirme, silme veya
engelleme;
b bir bilgisayar sisteminin isleyisine herhangi bir miidahalede bulunma.

Baslik 3 — Icerikle baglantili suglar
Madde 9 — Cocuk pornografisiyle baglantili suclar
1 Taraflardan her biri, asagida belirtilenler, kasten ve haksiz yere gergeklestirildigi

zaman, bunlarin kendi i¢ hukukunda cezail su¢ olarak tamimlanmasi igin gerekli
olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir:

a bir bilgisayar sistemi iizerinden dagitimmni yapmak amaciyla ¢ocuk
pornografisi liretmek;

b bir bilgisayar sistemi iizerinden ¢ocuk pornografisini sunmak veya
erigilebilir hale getirmek;

c bir bilgisayar sistemi iizerinden ¢ocuk pornografisinin dagitim veya
iletimini yapmak;

d kendisi veya bagkast i¢in bir bilgisayar sistemi {izerinden ¢ocuk
pornografisi temin etmek;

/A AT e bir bilgisayar sisteminde veya bilgisayar verileri depolama aygitinda ¢ocuk
A b ya bilgisa p yeg ¢
[ ow pornografisi bulundurmak. - "7




2 Yukarida 1. paragrafta belirtilen “gocuk pornografisi” terimi agagida belirtilenleri
- gorsel anlamda tasvir eden pornografik malzemeleri igerecektir:
a resit olmayan sahsin cinsel igerikli eylemlerde bulunmasi;
b resit olmayan sahis goriintiisiine haiz sahsin cinsel igerikli eylemlerde
bulunmasi;
c resit olmayan gahsin cinsel igerikli eylemlerde bulunmasini betimleyen

gercekei goriintiiler.

3 Yukarida 2. paragrafta belirtilen “resit olmayan™ terimi, 18 yasin altindaki tiim
sahislar1 kapsar. Bununla birlikte, Taraflardan biri, 16’dan kii¢iik olmamak
kaydiyla, daha diisiik bir yas siniri1 talep edebilir.

4  Taraflardan her biri, 1. paragrafin d ve e bentleri ile 2. paragrafin b ve ¢ bentlerinin
tamamini veya bir kismini uygulamaya koymama hakkini sakl: tutabilirler.

Baslik 4 — Telif hakki ve bununla baglantili haklarin ihlaline iliskin suglar

Madde 10 - Telif hakki ve bununla baglantili haklarmn ihlaline iligkin suglar

1 Taraflardan her biri, Edebiyat ve Sanat Eserlerinin korunmasina iliskin Bern
S6zlesmesi’ni tadil eden 24 Temmuz 1971 tarihli Paris Anlagmasi, Ticaretle
Baglantih Fikri Miilkiyet Haklar1 Anlagsmasi ve WIPO (Diinya Fikri Miilkiyet
Orgiitii) Telif Haklari Antlasmas1 kapsaminda istlendigi yikiimliiliikler
cercevesinde, bu gibi sdzlesmelerce taninan her tiir ahlaki haklar hari¢ olmak
iizere, ilgili Tarafin ulusal mevzuatinda tamimlandigi sekliyle, telif haklarimin
ihlalinin kasitli olarak, ticari olgekte ve bir bilgisayar sistemi aracilifiyla
gergeklestirilmesinin kendi i¢ hukukunda cezai sug¢ olarak tammlanmas: i¢in
gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir.

2 Taraflardan her biri, icraci Sanatgilar, Fonogram Yapimcilann ve Yayin
Kuruluglarinin Korunmasi Hakkindaki Uluslararasi S6zlesme (Roma S6zlesmesi),
Ticaretle Baglantili Fikri Miilkiyet Haklar1 Anlasmasi ve WIPO (Diinya Fikri
Miilkiyet Orgiiti) Icract Sanat¢ilar ve Fonogramlar Anlagmasi kapsaminda
iistlendigi yiikiimliiliikler ¢ercevesinde, bu gibi sozlesmelerce taninan her tiir
ahlaki haklar hari¢ olmak fizere, ilgili Tarafin ulusal mevzuatinda tanimlandif
sekliyle, baglantili haklarin ihlalinin kasith olarak, ticari Slgekte ve bir bilgisayar
sistemi araciligiyla gerceklestirilmesinin kendi i¢ hukukunda cezai su¢ olarak
tanimlanmasi i¢in gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul
edecektir.

3 Taraflardan biri, baska etkili hukuk yollarinin mevcut olmast ve bu tiir bir.
¢ekincenin ilgili Taraf’in isbu maddenin 1. ve 2. paragraflarinda atifta bulunulan
uluslararas: belgelerde belirtilen uluslararas: yiiktimliiliiklerine halel getirmemesi
sartiyla, sinurl: sartlar dahilinde isbu maddenin 1. ve 2. paragraflarinda 6ngériilen
cezal sorumlulugu tahmil etmeme hakkim sakl: tutabilir.




Baslik 5 — Tali yiikiimliliik ve yaptirtmlar
Madde 11 — Tesebbiis ve yardim veya yatakhk

Taraflardan her biri, ishu Sézlesme’nin 2 ila 10. maddelerinde tanimlanan her
tirli sugun iglenmesine, su¢un gerceklesmesi amaciyla kasten yardim veya
yataklik edilmesinin kendi i¢ hukukunda cezai su¢ olarak diizenlenmesi i¢in
gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir.

Taraflardan her biri, igbu S6zlesme’nin Madde 3 ila 5, 7, 8 ile 9.1.a ve ¢
bentlerinde taniml1 suglardan herhangi birine kasten tesebbiis eyleminin kendi i¢
hukukunda cezai su¢ olarak diizenlenmesi igin gerekli olabilecek yasama
tedbirlerini ve diger tedbirleri kabul edecektir.

Taraflardan her biri, isbu maddenin 2. paragrafinin tamamini veya bir kismin
uygulamama hakkini sakli tutabilir.

Madde 12 — Kurumsal yiikiimliiliik

Taraflardan her biri, bir tiizel kisilik biinyesinde asagida belirtilen unsurlara dayali
olarak onder konumuna sahip olan herhangi bir gergek kisinin, bireysel ya da tiizel
kisinin bir organinin pargasi olarak hareket ederek, tiizel kiginin ¢ikarlari igin igbu
Sozlesme uyarinca cezail sug olarak kabul edilmis bir eylemi gergeklestirmesi
durumunda, tiizel kisilerin cezai sugtan sorumlu tutulabilmesini saglamak igin
gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir:

a tiizel kisiyi temsil yetkisi,
b tiizel kisi adina karar verme salahiyeti;
c tiizel kisi biinyesinde murakabe salahiyeti.

Isbu maddenin 1. Paragrafinda belirtilen durumlarin yanisira, taraflardan her biri
1. Paragrafta atifta bulunulan ger¢ek kisinin denetim veya kontrol eksikligi
sonucunda tiizel kisinin yetkisi altinda hareket eden gergek kisinin bu tiizel kisinin
menfaati i¢in isbu Sozlesme’de belirlenmis cezal suglardan birini islemesi
mumkiin olursa, tiizel kisinin bundan sorumlu tutulmasim saglamak igin gerekli
olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir:

Igili Taraf’1n yasal ilkelerine tabi olarak, tiizel kisinin yiiktimliiliigii ceza?, hukuki -
veya idari nitelikte olabilir.

Boylesi bir yiiktimliiliik, sugu isleyen gergek kisilerin cezal yiikiimliiliigiine halel
getirmeyecektir.

Madde 13 — Yaptirnmlar ve Tedbirler

Taraflardan her biri, 2 ila 11. maddelerde tanimlanan cezai suglarn, hiirriyetten
yoksun birakmayr da kapsayan etkili, orantili ve caydirict yaptirimlarla
cezalandirilabilmesini saglamak igin gerekh olabilecek yasama tedbirlerini ve
diger tedbirleri kabul edecektir. Py




2 Taraflardan her biri, Madde 12 uyarinca sorumlu tutulan tiizel kisilerin maddi
. yaptinmlar da dahil olmak tizere, etkili, orantili ve caydirici cezal veya cezal
olmayan yaptirimlara veya tedbirlere tdbi olacagini teminat altina alacaktir.

Kisim 2 - Usul Hukuku
Baslik 1 — Ortak Hiikiimler
Madde 14: Usul Hiikiimlerinin Kapsam

1. Taraflardan her biri, belirli cezal sorusturma veya kovusturmalar amaciyla, isbu Kisimda
ele alinan yetki ve usulleri belirlemek i¢in gerekli olabilecek yasama tedbirlerini ve diger
tedbirleri kabul edecektir.

2. Madde 21°de agik bir sekilde belirtilen aksine durumlar hari¢ olmak {izere, Taraflardan
her biri bu maddenin 1. paragrafinda s6zii gegen yetki ve usulleri asagidaki durumlara
iliskin olarak uygulamaya koyacaktir:

a. isbu Sozlesme’nin 2 ila 11. maddelerinde tanimli cezai suglar;

b. Dbir bilgisayar sistemi araciligiyla iglenen diger cezal suclar; ve

¢c. cezai bir sugun delillerinin elektronik ortamda toplanmasi.

3. a. Taraflardan her biri, Madde 20’de belirtilen tedbirleri, sézkonusu tedbirlerin
uygulandig1 suglar veya su¢ kategorilerinin Madde 21°de belirtilen tedbirlerin
uygulandif1 suglardan daha sirh bir ¢ergevede olmamas: kaydiyla, sadece g¢ekince
kaydinda s6zii edilen suglara veya sug kategorilerine iliskin olarak uygulama hakkim
sakli tutabilir. Taraflardan her biri, Madde 20’de belirtilen tedbirin en genis sekilde
uygulanabilmesi igin bu tiir bir ¢ekince kaydimin simirh tutulmasim g6z Oniinde
bulunduracaktir.

b. Isbu Sézlesme’nin kabul edildigi tarihte yiiriirlikte olan mevzuat smmrlamalarindan
dolay1 bir Taraf, Madde 20 ve 21°de belirtilen tedbirleri, herhangi bir hizmet saglayicinin,

i. kapal1 bir grup kullanicinin yararina isletilen, ve

ii. halka acik iletisim aglarimin kullanilmadig: ve halka agik veya 6zel nitelikli baska
bir bilgisayar sistemine bagli olmayan,

bir bilgisayar sistemi ile aktardigi baglantilara uygulayamiyor ise, sézkonusu Taraf bu tiir
iletisimlere bu tedbirleri uygulamama hakkim sakli tutabilecektir. Taraflarin her biri,
Madde 20 ve 21°de belirtilen tedbirlerin en genis sekilde uygulanabilmesi i¢in bu tiir bir
gekince kaydinimn siurlt tutulmasim géz dniinde bulunduracaktir.




Madde 15 — Sartlar ve Tedbirler

. Taraflardan her biri, isbu Kisimda ele alinan yetki ve usullerin tammlanmasi, yiiriirliige

konulmasi ve uygulanmasmmn, 1950 Avrupa Konseyi Insan Haklar1 ve Temel
Ozgiirliiklerin Korunmasi Sozlesmesi, 1966 Birlesmis Milletler Medeni ve Siyasi Haklar
Uluslararas1 S6zlesmesi ve diger uygulanabilir uluslararasi insan haklar1 belgeleri
kapsamunda tistlendigi yiikiimliililkklerden kaynaklanan haklar da dahil olmak iizere, i¢
hukukunda diizenlenmis, insan hak ve oOzgiirliiklerinin gerekli &lglide korunmasini
saglayacak ve orantililik ilkesini yerine getirecek sart ve glivencelere tabi olacagim
teminat altina alacaktir.
Bu tiir sart ve giivenceler, ilgili usul veya yetkinin niteligi g6z Oniinde bulundurularak,
uygun goriildiigi sekilde, diger hususlar meyaninda, adli veya bagka tiir bagimsiz
denetimi, hakli uygulama gerekgelerini ve s6zkonusu yetki veya usul kapsam ve
stiresinin sinirlandirilmasimi icerecektir.

. Kamu yararina, odzellikle adaletin saglam bir gekilde tatbik edilmesine uygun oldugu
Olglide, Taraflardan her biri igbu Kisimda belirtilen yetki ve usullerin ti¢iincli sahislarin
haklari, sorumluluklar: ve mesru menfaatleri izerindeki etkisini dikkate alacaklardir.

Baslik 2 — Depolanan bilgisayar verisinin siiratli gekilde korunmasi
Madde 16 — Depolanan bilgisayar verisinin siiratli sekilde korunmasi

1. Taraflardan her biri, yetkili makamlarinin, bilhassa bilgisayar veri kayiplarina
veya degisikliklerine karsi Ozellikle korunmasiz olma ihtimalinin bulundugu
bilgisayar sistemi araciliiyla depolanan trafik verisi de dahil olmak iizere,
belirlenmis Dbilgisayar verisinin stiratli bir sekilde korunmas: talimatin
vermelerini veya benzer bi¢imde bu korumay: gergeklestirmelerini saglamalar
i¢in gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir.

2. Taraflardan biri, bir kiginin miilkiyeti veya denetimi altinda depolanmis bulunan,
belli bilgisayar verilerinin korunmasi konusunda bir kisiye talimat vermek
suretiyle yukarida belirtilen paragraf 1°i uyguladiginda, ilgili Taraf, azami doksan
giin olmak tizere, gerek duyulan siire boyunca ilgili kisiyi o bilgisayar verilerini
korumaya ve biitiinliigiinii siirdiirmeye mecbur kilmak ve yetkili makamlarin
bunun agiklanmasim talep etmelerine olanak saglamak i¢in gerekli olabilecek
yasama tedbirlerini ve diger tedbirleri kabul edecektir. Taraflardan biri bdyle bir
talimatin daha sonra yenilenmesini saglayabilir.

3. Taraflardan her biri, verilerin korunmasindan sorumlu kisiyi veya bilgisayar
verilerini koruyacak olan diger bir kisiyi, kendi i¢ hukukunun 6ngérdiigii zaman
dilimi boyunca, bu tiir iglemleri iistlendigini gizli tutacagina dair bir taahhiitte
bulunmaya mecbur kilmak i¢in gerekli olabilecek yasama tedbirlerini ve diger
tedbirleri kabul edecektir.

. Isbu maddede atifta bulunulan yetki ve usuller Madde 14 ve 15’¢ tabi olacaktir.
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Madde 17 — Trafik verisinin siiratli sekilde korunmasi ve kismen a¢iklanmasi

. Taraflardan her biri, Madde 16 uyarinca korunmasi gereken trafik verisi baglaminda,

asagida belirtilenler igin gerekli olabilecek yasama tedbirlerini ve diger tedbirleri
kabul edecektir:

sézkonusu haberlesmenin iletimine bir veya daha fazla hizmet saglayicinin déhil
olmasina bakilmaksizin, trafik verilerinin siiratli sekilde korunmasinin teminat altina
alinmasi; ve

. ilgili Tarafin yetkili makamina veya bu makamin belirledigi kisiye, haberlesmenin

hangi hizmet saglayici ve hangi yol vasitasiyla gergeklestirildigini tespit etmesine
imkan verecek yeterli miktardaki trafik verilerinin siiratli sekilde agiklamasinin
saglanmasi.

. Isbu maddede atifta bulunulan yetki ve usuller Madde 14 ve 15°e tabi olacaktir.

Baglik 3 — Uretim Emri

Madde 18 — Uretim Emri

. Taraflardan her biri, yetkili makamlarin:

a. Ulkesindeki bir sahsa, o sahsin miilkiyeti veya kontroliinde bulunan, bir bilgisayar
sisteminde veya bilgisayar verilerini depolama aygitinda depolanan, belirlenmis
bilgisayar verisini teslim etmesi igin; ve

b. Ilgili Tarafin iilkesinde hizmet sunan bir hizmet saglayiciya, sdzkonusu hizmet
saglayicimin  miilkiyeti veya kontrolinde bulunan hizmetlere iligkin abone
bilgilerini teslim etmesi i¢in;

talimat verme yetkisine sahip olmalan i¢in gerekli olabilecek yasama tedbirlerini ve
diger tedbirleri kabul edecektir.

. Isbu maddede atifta bulunulan yetki ve usuller Madde 14 ve 15°e tabi olacaktir.

. Isbu maddenin amaci yéniinden “abone bilgisi” terimi, bir hizmet saglayici tarafindan

bilgisayar verileri bigiminde veya bagka bir bigimde tutulan, trafik veya igerik verileri
hari¢ olmak tiizere, hizmetlerin abonelerine iligkin:

a. kullanilan iletigim hizmeti tiirliniin, ayrica belirlenen teknik hiikiimlerin ve hizmet
stiresinin;
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b. hizmet anlagsmasi1 veya diizenlemesi baglaminda erisilebilir abone kimliginin,
posta veya cografi adresinin, telefon veya diger erisim numarasinin, fatura ve
6deme bilgilerinin;

c. hizmet anlasmasi veya diizenlemesi baglaminda erigilebilir iletisim techizatinin
kuruldugu yere iliskin diger bilgilerin;

belirlenmesini saglayabilecek herhangi bir bilgiyi ifade eder.

Baslik 4 — Depolanmus bilgisayar verilerinin aranmast ve bunlara el konulmasi
Madde 19 — Depolanmis bilgisayar verilerinin aranmasi ve bunlara el konulmasi

. Taraflardan her biri, kendi tilkesindeki yetkili makamlarin,

a. bir bilgisayar sisteminin tamamini veya bir kismim ve igerisinde depolanmig
bilgisayar verilerini; ve

b. bilgisayar verilerinin depolanmig olabilecegi bir bilgisayar verileri depolama aygitin

arama ve benzer sekilde bunlara erisme yetkisine sahip olmalan i¢in gerekli olabilecek
yasama tedbirlerini ve diger tedbirleri kabul edecektir.

. Taraflardan her biri, paragraf 1.a uyarinca, makamlarinin 6zel bir bilgisayar sisteminin
tamamim veya bir kismini aramasi veya benzer gekilde bunlara erigim saglamasi
s6zkonusu oldugunda ve aranan verilerin kendi {lkesindeki bagka bir bilgisayar
sisteminin tamaminda veya bir kisminda depolanmi§ olduguna inanmak i¢in gerekg¢eleri
bulundugunda ve sdzkonusu veriler yasalara uygun bicimde ilk sistemden erisilebilir
veya ilk sistem i¢in kullanilabilir oldugunda, makamlarimin arama veya benzer sekilde
sisteme erisim islemlerini siiratle diger sisteme tesmil edebilmelerini saglamak igin
gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir.

. Taraflardan her biri, yetkili makamlarina, paragraf 1 veya 2 uyarinca erisilen bilgisayar
verilerine el koymaya veya benzer sekilde giivence altina almaya yetki tanimak igin
gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir. Bu tedbirler:

a. bir bilgisayar sisteminin tamamina veya bir kismina veya bilgisayar verileri depolama
aygitina el koymaya veya bunlar1 benzer sekilde giivence altina almaya;

b. sbozkonusu bilgisayar verilerinin bir kopyasmmi olusturmaya ve bunu muhafaza
etmeye;
c. ilgili depolanan verilerin biitiinliiglinii korumaya;

. erisim saglanan bilgisayar sistemindeki bilgisayar verilerini erisilemez hale getirmeye
veya kaldirmaya A '

yonelik yetkileri icerecektir.
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Taraflardan her biri, paragraf 1 ve 2’de belirtilen tedbirlerin tatbik edilmesine olanak
saglanmas1 amaciyla, kendi yetkili makamlarina bilgisayar sisteminin isleyisi veya
icerisindeki bilgisayar verisinin korunmasi i¢in uygulanan tedbirler hakkinda bilgisi olan
herhangi bir kisiden, makul olgiide gerekli bilgileri temin etme konusunda yetki
tanminmast igin gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir.

Isbu maddede atifta bulunulan yetki ve usuller Madde 14 ve 15°¢ tabi olacaktir.
Baglik 5 — Bilgisayar verilerinin gergek zamanli toplanmast

Madde 20 — Trafik verilerinin gercek zamanl toplanmasi

. Taraflardan her biri, yetkili makamlarina agagidaki hususlarda yetki taninmas: igin

gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir:

Bir bilgisayar sistemi araciligiyla iletilmis, tilkesindeki belirli iletigimler ile iligkili gercek
zamanli trafik verilerini;

a. ilgili Tarafin smrlan dahilinde mevcut teknik imkanlar kullanarak toplama veya
kaydetme, ve

b. bir hizmet saglayicinin mevcut teknik imkéanlari ¢ergevesinde,

i. ilgili Tarafin smurlar1 dahilinde mevecut teknik imkanlar uygulayarak toplamaya
veya kaydetmeye; veya

ii. toplama veya kaydetmesi i¢in yetkili makamlar ile igbirligi yapmaya ve onlara
yardim etmeye;

zorunlu kilmak,

Taraflardan birinin, kendi i¢ hukuk sistemindeki yerlesmis ilkelerden dolay: paragraf 1
a’da belirtilen tedbirleri kabul edememesi halinde, bunun yerine, ilke sinirlan igerisinde
iletilmis belirli iletisimlere ait trafik verilerinin ger¢ek zamanli olarak toplanmasi ve
kaydedilmesi isleminin ilgili Tarafin sahip oldugu teknik imkanlarin uygulanmas:

vasitasiyla saglanmasi i¢in gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul
edebilecektir.

. Taraflardan her biri, bir hizmet saglayiciyr isbu madde ile dngériilen herhangi bir yetkinin

ve bununla ilgili herhangi bir bilginin uygulanma seklini gizli tutmaya zorunlu kilmak
i¢in gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir.

. 4. Isbu maddede atifta bulunulan yetki ve usuller Madd‘ei‘14tyc 15’e tabi olacaktir.

ndE L
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Madde 21 — I¢erik verilerinin takibi -

1. Taraflardan her biri, i¢ hukuku kapsaminda belirlenecek bir dizi ciddi suglar ile ilgili
olarak yetkili makamlarina asagidaki hususlarda yetki taninmas igin gerekli olabilecek
yasama tedbirlerini ve diger tedbirleri kabul edecektir:

Bir bilgisayar sistemi araciligiyla iilke simirlan igerisinde iletilmis, gergek zamanl,
belirlenmis iletisimlerin igerik verilerini;

a. ilgili Tarafin tilkesinde teknik yontemler kullanarak toplama veya kaydetme, ve
b. bir hizmet saglayiciy1, mevcut teknik yeterliligi cergevesinde,

i. ilgili Tarafin smrlan dahilinde mevcut teknik yontemlerin uygulanmasi
vasitastyla toplamaya veya kaydetmeye; veya

ii. toplama veya kaydetme i¢in yetkili makamlar ile igbirlii yapmaya ve onlara
yardim etmeye;

zorunlu kilmak.

2. Taraflardan birinin, kendi i¢ hukuk sistemindeki yerlesmis ilkelerden dolay: paragraf 1
a’da belirtilen tedbirleri kabul edememesi halinde, bunun yerine ilgili iilke sinirlari
icerisinde iletilmig belirli iletisimlere iliskin igerik verilerinin gergek zamanli olarak
toplanmas: ve kaydedilmesi igleminin ilgili Tarafin sahip oldugu teknik imkanlarin
uygulanmasi vasitasiyla saglanmas: igin gerekli olabilecek yasama tedbirlerini ve diger
tedbirleri kabul edecektir.

3. Taraflardan her biri, bir hizmet saglayiciy1 isbu madde ile 6ngoriilen herhangi bir yetkinin
ve bununla ilgili bir bilginin uygulanma seklini gizli tutmaya zorunlu kilmak i¢in gerekli
olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir.

4. Isbu maddede atifta bulunulan yetki ve usuller Madde 14 ve 15’¢ tabi olacaktir.

Kisim 3 — Yargilama Yetkisi

Madde 22 — Yargilama Yetkisi

1. Taraflardan her biri, Isbu Sézlesme’nin 2 ila 11. maddelerinde belirtilen herhangi bir
sug iizerinde, bunun agagidaki durumlarda iglenmesi halinde, yargilama yetkisinin
tesisi igin gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul edecektir.

Sug;

a. kendi tilkesinde; veya
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¢ b. ilgili Tarafin bayragini tagiyan bir gemide; veya
c. ilgili Tarafin kanunlari1 kapsaminda kayitli bir ugakta; veya

d. kendi vatandaslarindan biri tarafindan, stzkonusu sugun islendigi yerde ceza
kanununa gore cezalandirilabilir ise veya su¢ herhangi bir Devletin yerel yarg
yetkisi disinda islenmis ise. ’

2. Taraflardan her biri, isbu maddenin 1.b ila 1.d bentleri veya bunlarin herhangi bir
kisminda tanimlanan yargilama yetkisi kurallarin1 uygulamama veya belirli durum
veya sartlarda uygulama hakkim sakli tutabilir.

3. Taraflardan her biri, zanlimin kendi tilkesinde bulundugu ve bir bagka Tarafin iade
talebi yapildiktan sonra sadece uyrugundan dolay: iade edilmedigi durumlarda, isbu
Sézlesme’nin Madde 24 paragraf 1°de diizenlenen suglara iligkin yargilama yetkisini
tesis etmek lizere gerekli olabilecek tedbirleri alacaktir.

4, Isbu Sozlesme, Taraflardan birinin kendi i¢ hukuku uyarinca icra edilen herhangi bir
cezai yargilama yetkisini hari¢ tutamaz.

5. Isbu Sézlesme uyarinca belirlenmis, itham edilen bir sug iizerinde birden fazla Taraf
yarg1 yetkisi iddia ettiginde, miidahil Taraflar kovusturma i¢in en uygun yargilama
yetkisini tespit etmek iizere istisare edeceklerdir.

Boliim III — Uluslararasi isbirligi
Kisim 1 — Genel ilkeler
Baghik 1 — Uluslararast igbirligine iliskin genel ilkeler
Madde 23 - Uluslararasi isbirligine iliskin genel ilkeler

Taraflar, bilgisayar sistemleri ve verileri ile ilgili cezai suglara iliskin sorusturma ve
kovusturmalar i¢in, veya cezal suglara iliskin olarak elektronik ortamda delil
toplanmas: amaciyla, isbu boliimiin hiikiimleri uyarinca ve ceza hukukuna dair
konulardaki uluslararas: isbirligine iliskin ilgili uluslararasi belgelerin, yeknesak
veya karsilikli mevzuat ile i¢ hukuku temel alarak iizerinde anlasmaya vardiklari
diizenlemelerin uygulanmas: suretiyle, birbirleriyle miimkiin olan en genis bicimde
igbirligi yapacaklardir.
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Bashik 2 — Suglularn iadesine iligkin ilkeler
Madde 24 — Suclularin iadesi

a Bu madde, Taraflar arasinda suglularin iadesi i¢in isbu Sozlesme’nin 2 ila 11.
maddelerinde tanimlanmig cezai suglara iligkin olarak s6zkonusu suglularin her
iki tarafin yasalar1 ¢ercevesinde, en az bir yil siireyle dzgiirlikten mahrum
birakma cezasi veya daha agir bir ceza ile cezalandirilabilir olmasi durumunda
gecerli olacaktir.

b Yeknesak veya karsilikli mevzuati, veya Suglularin fadesine Iligkin Avrupa
Sozlesmesi (ETS No. 24) de dahil olmak iizere, iki veya daha fazla taraf
arasinda ytirlirliikte olan suglularin iadesine iligkin anlagmalari temel alarak
Uzerinde anlagsmaya vanlan bir diizenleme c¢ercevesinde farkli bir asgari
cezanin uygulanmasinin sézkonusu oldugu durumlarda, s6zkonusu diizenleme
veya anlagma c¢ercevesinde ongériilen asgari ceza gegerli olacaktir.

Bu maddenin 1. paragrafinda tanimlanan cezail suglar, iki veya daha fazla Taraf
arasindaki suglularin iadesine iligkin anlagmalar g¢ergevesinde suglularin iadesine
konu olan suglar arasinda kabul edilecektir. Taraflar arasinda suglularin iadesine
iligkin olarak imzalanacak herhangi bir anlagmada bu tiir suglar1 suglularin iadesine
konu suglar arasina dahil edecekleri yoniinde taahhiitte bulunmaktadirlar.

Suglularin iadesini, buna iligkin bir anlagmanin mevcudiyeti gsartina baglayan bir
Tarafin, kendisi ile suglularin iadesine yonelik bir anlagma bulunmayan diger bir -
Taraftan suglularin iadesi talebi almasi durumunda, talebi alan Taraf, isbu
S6zlesme’yi, bu maddenin 1. paragrafinda belirtilen herhangi bir cezai suga iliskin
gerekli yasal zemin olarak kabul edebilir.

Suglularin iadesini, buna iliskin bir anlasmanin mevcudiyeti sartina baglamayan
Taraflar, isbu maddenin 1. paragrafinda tanimlanan cezai suglan suglularin iade
islemi yapilmasina konu olan suglar olarak aralarinda tamyacaklardir.

Suglularmn iadesi islemi, iade islemini gerceklestirmesi talep edilen Tarafin
sdzkonusu islemi gergeklestirmesine zemin tegkil eden gerekgeler de dahil olmak
lizere, bu islemi gergeklestirmesi talep edilen Tarafin hukukundaki gartlara veya
yiirtirlikkte olan suglularin iadesine iliskin anlagmalara bagl olacaktir.

Bu maddenin 1. paragrafinda belirtilen bir cezal suga iliskin olarak suclularin
iadesinin gerceklestirilmesi y6niindeki bir talebin, sadece iadesi talep edilen kisinin
uyrugu dolayisiyla veya suglunun iadesini gergeklestirmesi talep edilen Tarafin
sozkonusu suga iligkin olarak yarg: yetkisinin haiz oldugunu diisiinmesi sebebiyle
reddedilmesi durumunda, kendisinden suglunun iade edilmesi istenen Taraf
s0zkonusu talebi yapan Tarafin istegi lizerine sorunu dava edilmesi amaciyla kendi
yetkili makamlarina iletecek ve nihai sonucu iade talebinde bulunan Tarafa
zamanlica bildirecektir. Bu makamlar, Tarafin kanunlarina gore benzer nitelikte bir
sugun sdzkonusu olmus olmasi durumunda yapacaklan sekilde karar alacak ve
sorusturma ile kovusturmalarini da bu sekilde stirdiireceklerdir.

a Taraflardan her biri, herhangi bir anlasmanin mevcut olmadigr durumlarda
suglularin iadesi veya gegici tutuklama talebini iletecek veya bu yonde bir
talebi alacak makamlardan her birinin isim ve adresini Avrupa Konseyi Genel
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Sekreteri’ne imza sirasinda veya onay, kabul, uygun bulma veya taraf olma
. belgesini tevdi ederken bildirecektir.

b Avrupa Konseyi Genel Sekreteri, Taraflarin tespit ettikleri makamlarin kaydin
tutacak ve bunu siirekli glincelleyecektir. Her bir Taraf bu kayitta yer alan
bilgilerin her zaman dogru olmasini temin edecektir.

Baglik 3 — Karsuikly yardimlagmaya iligkin genel ilkeler
Madde 25 - Kargihkli yardimlagmaya iliskin genel ilkeler

1 Taraflar, bilgisayar sistemleri ve verileriyle ilgili cezaf suglara iligkin sorusturma ve
kovusturmalara veya bir cezal suga iliskin olarak elektronik ortamda delil toplanmasi
hususunda birbirlerine, miimkiin olan en genis 6lgiide yardim saglayacaklardir.

2 Taraflardan her biri, 27 ila 35. maddelerde belirtilen yiikiimliiliiklerin yerine
getirilmesi i¢in gerekli olabilecek yasama tedbirlerini ve diger tedbirleri kabul
edecektir.

3 Taraflardan her biri, acil durumlarin sézkonusu olmas: halinde faks veya elektronik
posta gibi ilgili izl iletisim araglari vasitasiyla karsihkli yardim veya iletisim
talebinde bulunabilirler. Ancak, sézkonusu araglarin gerekli giivenlik ve dogrulama
Olgiilerini saglamasi (gerekmesi durumunda sifre kullanim: da d4hil olmak izere) ve
kendisinden talepte bulunulan Tarafin istemesi durumunda resmi alindi teyidinde
bulunulmas: gerekecektir. Kendisinden talepte bulunulan Taraf, iletilen talebi kabul
edecek ve buna bu tiir hizli iletisim araglar1 vasitasiyla cevap verecektir.

4 - Bu boliimdeki maddelerde agik bir sekilde belirtilen aksine durumlar hari¢ olmak
lizere, kendisinden talepte bulunulan Tarafin igbirliginde bulunmay: reddedebilecegi
gerekgeler de dahil olmak iizere, karsilikli yardimda bulunma, kendisinden talepte
bulunulan Tarafin yasalarindaki veya uygulanabilir karsilikl yardimlasma
anlagmalarindaki sartlara bagh olacaktir. Kendisinden talepte bulunulan Taraf, 2 ila
11. maddelerde belirtilen suglara iligkin olarak karsilikli yardimda bulunmayi, sadece
talebin s6zkonusu taraf¢a mali nitelikli olarak telakki edilen bir sug ile ilgili oldugu
gerekgesine dayanarak, reddetme hakkim kullanmayacaktir.

5 Kendisinden talepte bulunulan Tarafin, bu bélimiin hiikiimlerine uygun olarak,
karsilikli yardim saglama hususunu, ilgili sugun her iki iilkede de cezai nitelik
tagimasi sartina baglamasina izin verilen durumlarda, talep edilen yardima konu olan
suga zemin tegkil eden fiilin yardim talebinde bulunan Tarafin yasalan gergevesinde
cezal nitelik tagimas: halinde bu sart, kendisinden talepte bulunulan Tarafin bu sucu
talepte bulunan Tarafla aym sug kategorisine koymasina veya aym terimlerle
nitelendirmesine bakilmaksizin, yerine getirilmis sayilacaktir.

Madde 26 - Kendiliginden bilgi verme
1 Taraflardan biri kendi i¢ hukukunun smmrlar1 gercevesinde ve 6nceden bir talep
olmaksizin, kendi yliriittiigii sorusturmalar gergevesinde edindigi bilgileri, s6zkonusu

Zgt % #g ., Dbilgilerin agiklanmasimn bilgileri alan Tarafa isbu Sézlesme’de tanimlanan cezai
f it _ .z, .% suglara iligkin sorusturma ve davalarin baglatilmast veya yiriitiilmesi konusunda
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yardimel olabilecegini veya ilgili Tarafin bu bolim gergevesinde isbirligi talebinde
bulunmasina neden olabilecegini diigiindtigii takdirde, bagka bir Tarafa iletebilir.

Stzkonusu bilgileri veren Taraf bunlar1 vermeden &nce, gizli tutulmasini veya sadece
belirli sartlarda kullanilmasini talep edebilir. Bilgileri alan Taraf, bu talebin geregini
yerine getiremeyecek olmasi halinde, bilgileri veren Tarafi durumdan haberdar
edecek, bilgileri veren Taraf da bilgilerin buna ragmen verilip verilemeyecegini
belirleyecektir. Bilgileri alan Tarafin belirli sartlara bagl olarak bilgileri almay1
kabul etmesi durumunda, s6zkonusu Taraf bu sartlara bagl hareket edecektir.

Baglik 4 — Uluslararas: anlasmalarin yiiriirliikie olmadigi hallerde yapilan karsilikls
yardim taleplerine iligkin usuller

Madde 27 — Uluslararas: anlasmalarim yiiriirliikte olmadig1 hallerde yapilan
karsihikli yardimlagma taleplerine iliskin usuller

Talepte bulunan Taraf ve kendisinden talepte bulunulan Taraf arasinda yiiriirlitkte
olan yeknesak veya karsilikli mevzuata dayali herhangi bir karsihkh yardim
anlagmasi veya diizenlemesinin mevcut olmadig: durumlarda, isbu maddenin 2 ila 9.
paragraflarinda belirtilen hiikiimler gegerli olacaktir. Bu tiir bir anlasma, diizenleme
veya mevzuatin mevcut oldugu durumlarda, ilgili Taraflarin bu madde hiikiimlerinin
herhangi birini veya tamamim: uygulamay: kabul etmedikleri takdirde, isbu madde
hiikiimleri gegerli olmayacaktir.

a Taraflardan her biri, kargilikli yardim talebinde bulunmak, bu taleplere cevap
vermek, bu taleplerin geregini yerine getirmek veya bunlann geregini yerine
getirecek makamlara bu talepleri iletmekle gérevli bir merkezi makam veya
makamlar belirleyecektir; '

b Merkezi makamlar birbirleri ile dogrudan iletisim kuracaklardir;

c Taraflardan her biri, herhangi bir anlasmanin mevcut olmadig: durumlarda isbu
paragraf hiikiimleri uyarinca belirlenen makamlardan her birinin isim ve
adresini Avrupa Konseyi Genel Sekreteri’ne imza sirasinda veya onay, kabul,
uygun bulma veya taraf olma belgesini tevdi ederken bildirecektir;

d  Avrupa Konseyi Genel Sekreteri, Taraflarca belirlenen merkezi makamlarin
kaydim tutacak ve bunu siirekli giincelleyecektir. Her bir Taraf bu kayitta yer
alan bilgilerin her zaman dogru olmasim temin edecektir.

Isbu Madde gercevesindeki karsiliklt yardim talepleri, kendisinden talepte bulunulan
Tarafin hukukuna aykir durumlar harig¢ olmak tizere, talepte bulunan Tarafca tespit
edilecek usullere gore isleme konulacaktir.

Kendisinden talepte bulunulan Taraf, Madde 25 Paragraf 4’te belirtilen red
gerekgelerine ek olarak, asagidaki hususlarin  sézkonusu oldugu durumlarda
yardimda bulunmayi red edebilir:

a  yardim talebine konu olan sugun kendisinden talepte bulunulan Tarafca siyasi

sug olarak veya siyasi bir sugla baglantili olan bir sug olarak degerlendirilmesi;
veya s :
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b sozkonusu talebin gereginin yerine getirilmesinin kendisinden talepte
bulunulan Taraf¢a bahse konu tarafin egemenligine, emniyetine, kamu
diizenine veya diger temel menfaatlerine zarar vereceginin diistiniilmesi.

Kendisinden talepte bulunulan Taraf, herhangi bir talebe iligkin olarak islem
yapmasmn yetkili makamlarinca siirdiiriilmekte olan cezal sorusturma veya
kovusturmalara zarar vermesinin s6zkonusu olabilecegi durumlarda, bu talebe iliskin
islemleri tehir edebilir.

Kendisinden talepte bulunulan Taraf, yardimda bulunmay: red veya tehir etmeden
once ve gerekli durumlarda yardim talebinde bulunan Taraf ile gériig alisverisinde
bulunarak, yardimin kismen veya kendisinde talepte bulunulan Tarafin gerekli
gordiig sartlara tabi olarak verilip verilemeyecegi hususunu telakki edecektir.

Kendisinden yardim talebinde bulunulan Taraf, yardim talebinin isleme
konulmasindan ¢ikan sonucu yardim talebinde bulunan Tarafa bildirecektir. Talebin
reddi veya tehirine iliskin gerekgeler bildirilecektir. Kendisinden yardim talebinde
bulunulan Taraf, aym zamanda, talebin yerine getirilmesini imkansiz kilan veya
6nemli 6lgtide geciktirecek olan gerekgeleri de yardim talebinde bulunan Tarafa
bildirecektir.

Yardim talebinde bulunan Taraf, kendisinden yardim talebinde bulunulan Tarafin,
igbu bolim cergevesinde iletilen taleplere ve bunlarin igeriklerine iligkin bilgiler,
sozkonusu talebin yerine getirilmesi igin gerekli olanlar hari¢ olmak iizere, gizli
tutmasim isteyebilir. Kendisinden talepte bulunulan Tarafin bilgilerin gizli tutulmasi
istemini yerine getiremeyecek olmasi halinde, s6zkonusu Taraf bu durumu yardim
talebinde bulunan Tarafa en kisa siirede bildirecek ve talepte bulunan Taraf talebin
buna ragmen gergeklestirilip gergeklestirilmeyecegini belirleyecektir.

a Acil durumlarda, karsilikli yardim talepleri veya bu taleplere iliskin iletisimler,
yardim talebinde bulunan Tarafin adli makamlan aracilifryla kendisinden
yardim talebinde bulunulan Tarafin adli makamlarina dogrudan iletilebilir. Bu

- tiir durumlarda, s6zkonusu talebin veya iletigimin bir niishas1 yardim talebinde
bulunan Tarafin merkezi makam tarafindan kendisinden yardim talep edilen
Tarafin merkezi makamina iletilecektir.

b Isbu paragraf cercevesinde iletilecek herhangi bir talep veya iletisim
Uluslararasi Polis Tegkilat1 (Interpol) araciligiyla génderilebilir.

c Isbu maddenin a paragrafina uygun olarak talepte bulunulmas1 ve ilgili
makamin buna iliskin olarak iglem yapamiyor olmasi halinde, sézkonusu
makam, talebi ulusal diizeyde yetkili olan makama iletecek ve bu durumu
yardim talebinde bulunan Tarafa dogrudan bildirecektir.

d Isbu paragraf gercevesinde iletilen ve zorlayic1 eylem igermeyen talepler veya
iletisimler, Talepte bulunan Tarafin yetkili makamlarinca kendisinden talepte
bulunulan Tarafin yetkili makamlarina dogrudan iletilebilir.

Taraflardan her biri, etkinlik saglama gerekgesinden dolays, igbu paragraf
¢ergevesinde iletilen taleplerin merkezi makamlarina iletilmesi gerektigini
Avrupa Konseyi Genel Sekreterine imza sirasinda veya onay,.kabul, uygun
bulma veya taraf olma belgesini tevdi ederken bildirebilir. ] 5:%\
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Madde 28 - Gizlilik ve kullanimin sinirlandirilmas:

Talepte bulunan Taraf ile kendisinden talepte bulunulan Taraf arasinda yiiriirliikte
olan yeknesak veya karsilikli mevzuat: temel alan herhangi bir karsilikli yardim
anlagmasi veya diizenlemesinin mevcut olmadigi durumlarda, isbu madde hiikiimleri
gecerli olacaktir. Bu tiir bir anlagma, diizenleme veya mevzuatin mevcut oldugu
durumlarda, ilgili Taraflarmn bu madde hiikiimlerinin herhangi birini veya tamamim
uygulamay1 kabul etmedikleri takdirde, isbu madde hiikiimleri gegerli olmayacaktir.

Kendisinden talepte bulunulan Taraf, talebe istinaden bilgi veya malzeme verilmesi
igin:

a karsilikli hukuki yardim talebinin, bu tiir bir sartin mevcut olmamast halinde
karsilanamadigt  durumlarda, sézkonusu bilgi veya malzemenin gizli
tutulmasini, veya

b sozkonusu bilgi veya malzemelerin talepte belirtilenler disinda baska bir
sorusturma veya kovusturma i¢in kullanilmamasim sart kosabilir.

Yardim talebinde bulunan Tarafin, paragraf 2’de belirtilen sartlan yerine
getiremeyecek olmasi halinde, sézkonusu Taraf diger Tarafi ivedilikle durumdan
haberdar edecek, diger Taraf da bilgilerin buna ragmen verilip verilemeyecegini
belirleyecektir. Talepte bulunan Tarafin sarti kabul etmesi halinde, sézkonusu Taraf
bu sarta bagli hareket edecektir.

Paragraf 2°de belirtilen bir sart: uygulayarak bilgi veya malzeme veren herhangi bir
Taraf, diger Tarafin s6zkonusu sarta iligkin olarak bilgi veya malzemenin nasil
kullanildiginin izah edilmesini isteyebilir.

Kisim 2 — Ozel Hiikiimler

Baglik 1 — Gegici tedbirlere iliskin karsilikl: yardimlasma
Madde 29 - Depolanan bilgisayar verilerinin siiratli sekilde korunmasi

Taraflardan biri, diger Tarafin iilkesindeki bir bilgisayar sistemi araciligiyla
depolanan ve talepte bulunan Tarafin arama yapma veya veriye benzer gekilde erisim

saglama, el koyma veya benzer sekilde giivence altina alma veya agiklanmasi

amaciyla karsilikli yardim talebine konu etmeyi diislind{igii verilerin siiratli sekilde

korunmasina hiikmedilmesini veya bunun temin edilmesini sézkonusu Taraftan talep
edebilir.

Paragraf 1 gercevesinde bilgilerin korunmasi yéniinde gergeklestirilen bir talep
asagidakileri icerecektir:

a korunmay: isteyen makam;

b cezal sorusturmaya veya kovusturmaya konu olan su¢ ve bununla ilgili
esaslarin dzeti;

c korunacak olan depolanan bilgisayar verisi ve bunun suc ile iliskisi;
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d depolanan bilgisayar verisini korumakla yikiimlii olan kisiyi veya bilgisayar
sisteminin yerini belirleyen herhangi bir bilgi;

e korumanin gerekliligi; ve

f tarafin depolanan bilgisayar verisinde arama yapilmasi veya benzer sekilde
buna erisim saglanmasi, el konulmasi veya benzer sekilde giivence altina
alinmas1 veya agiklanmas1 amaciyla karsihkli yardim talebinde bulunma
niyetinde olmasi.

Bagka bir Taraftan talep almasi iizerine, kendisinden yardim talebinde bulunulan
Taraf belirlenmis veriyi siiratli sekilde korumak igin gerekli olan biitiin tedbirleri
kendi i¢ hukukuna uygun olarak alacaktir. Bir talebe cevap verilmesi amaciyla ilgili
sugun her iki iilkede de cezai nitelik tagimasi sart1 aranmayacaktir.

Isbu Sozlesme’nin 2 ila 11. maddelerinde tammlanan suglar disindaki suglarla ilgili
olarak depolanan verilere iligkin arama yapma veya benzer sekilde erisim saglama, el
koyma veya benzer sekilde giivence altina alma veya agiklanmasi amaciyla karsilikli
yardim saglanmasi amacina yonelik bir talebe cevap vermek igin ilgili sugun her iki
tilkede de cezai nitelik tagimasi sartim arayan bir Tarafin, sézkonusu sartin verilerin
agtklanacag tarihte yerine getirilemeyecegini gosteren gerekcelere sahip olmasi
halinde, sézkonusu Taraf isbu madde gergevesinde verilerin korunmasi amaciyla
iletilen talepleri reddetme hakkini sakl tutabilir.

Ayrica, verilerin korunmasi amagh bir talep sadece asagidaki durumlarda
reddedilebilir:

a yardim talebine konu olan sugun kendisinden talepte bulunulan Tarafca siyasi
sug veya siyasi bir sugla baglantili olan bir sug olarak degerlendirilmesi, veya

b sozkonusu talebin gereginin yerine getirilmesinin kendisinden talepte
bulunulan Taraf¢ca bahse konu tarafin egemenligine, emniyetine, kamu
diizenine veya diger temel menfaatlerine zarar vereceginin diistinlilmesi.

Kendisinden yardim talep edilen Taraf, verilerin korunmasi isleminin verilere
gelecekte ulagilmasim giivence altina alamayacagim veya yardim talep eden Tarafin
yuriittiigli sorusturmanin gizliligini zedeleyecegini veya buna baska sekillerde zarar
verecegini diistinmesi halinde, bunu yardim talebinde bulunan Tarafa en kisa siirede
bildirecek, talepte bulunan Taraf talebin buna ragmen gerceklestirilip
gerceklestirilemeyecegini belirleyecektir.

Paragraf 1°de belirtilen talebe cevaben yerine getirilen herhangi bir koruma islemi,
yardim talebinde bulunan Tarafin verilere iligkin arama yapma veya benzer sekilde
erisim saglama, el koyma veya benzer sekilde giivence altmna alma veya agiklanmasi
amaciyla talepte bulunmasmma imkan verecek sekilde en az altmis giin siireli
olacaktir. Bu y&nde bir talebin alinmasinin ardindan, sézkonusu talep hususunda bir
karar verilene kadar verilerin korunmasina devam edilecektir.

Madde 30 - Korunan trafik verilerinin siiratli sekilde aciklanmas:

Belirlenmis bir iletisime iligkin trafik verilerinin korunmasina yonelik olarak Madde
29 cergevesinde iletilen talebin yerine getirilmesi sirasinda, kendisinden talepte

21 _ e

; 7"-,{,. i




Lol &

bulunulan Tarafin bagka bir Devlet’teki bir hizmet saglayicinin sézkonusu iletisimin
saglanmasinda miidahil oldugunun farkina varmasi halinde, s6zkonusu Taraf, talepte
bulunan Tarafa ilgili hizmet saglayicinin ve verilerin aktarildig1 yolun belirlenmesine
imkéan vermek igin yeterli miktardaki trafik verisini siiratli sekilde agiklayacaktir.

Paragraf 1 ¢ergevesinde trafik verilerinin agiklanmasi islemi ancak asagidaki
durumlarda ger¢eklesmeyebilir:

a yardim talebine konu olan sugun kendisinden talepte bulunulan Tarafca siyasi
sug veya siyasi bir sugla baglantili olan bir sug olarak degerlendirilmesi; veya

b sbzkonusu talebin gereginin yerine getirilmesinin kendisinden talepte
bulunulan Tarafca bahse konu tarafin egemenligine, emniyetine, kamu
diizenine veya diger temel menfaatlerine zarar vereceginin diistiniilmesi.

Baglik 2- Sorusturma yetkileri konusunda karsilikl: yardimlasma

Madde 31 - Depolanan bilgisayar verilerine erisim konusunda karsihkl
yardimlagma

Taraflardan biri, bir diger Taraftan Madde 29 uyarinca korunan veriler de dahil
olmak tizere, s6zkonusu Tarafin iilkesindeki bir bilgisayar sistemi araciligiyla
depolanan veride arama yapmay1 veya benzer sekilde buna erisim saglamay, el
koymay1 veya benzer sekilde giivence altina alinmasint veya agiklanmasm talep
edebilir.

Kendisinden talepte bulunulan Taraf, bu talebe, Madde 23’te bahsi gegen uluslararasi
belgeler, dizenlemeler ve kanunlari uygulayarak ve bu Bolimin diger ilgili
hiiktimleri uyarinca yanit verecektir.

S6zkonusu talebe cevap verilmesi islemi asagidaki durumlarda hizla
gergeklestirilecektir:

a ilgili verilerin ozellikle kaybolmasinin veya degistirilmesinin s6zkonusu
olabilecegine dair gerek¢elerin bulunmasi; veya

b Paragraf 2°de atifta bulunulan belgeler, diizenlemeler ve kanunlarda siiratle
isbirliginde bulunulmasinin éngériilmesi.

Madde 32 — Depolanms bilgisayar verilerine izinli sekilde veya bu verilerin
halka acik oldugu durumlarda smr 6tesinden erisim
saglanmasi

Bir Taraf, diger Tarafin izni olmaksizin:

a halkin serbest kullammna sunulan (agik kaynaktan gelen) depolanmig
bilgisayar verilerine, bunlarin cografi konumuna bakmaksizin erigebilir; veya

b kendi iilkesindeki bir bilgisayar sistemi araciigiyla, diger Tarafin iilkesindeki
depolanmis bilgisayar verilerine, eger bu Taraf, s6zkonusu bilgisayar sistemi
aracilifiyla veriyi ifsa etme yetkisini yasal olarak haiz bulunan kiginin yasal ve
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goniillii onayi saglayabilirse, sozkonusu verilere erigebilir veya bunlart temin
edebilir.

Madde 33 - Trafik verilerinin gercek zamanh olarak toplanmasi
konusunda karsilikh yardimlasma

Taraflar, bilgisayar sistemi tizerinden aktarilan kendi ilkesindeki belirlenmis
haberlesmelerle baglantilh trafik verilerinin ger¢ek zamanli olarak toplanmast icin
kargilikli yardimda bulunacaklardir. Paragraf 2’nin hitkiimlerine tabi olmak sartiyla,
bu yardimlasma i¢ hukukta 6ngoriilen sart ve usullere gore diizenlenecektir.

Her bir Taraf, en azindan, gercek zamanli olarak toplanan trafik verilerinin
saglandig1 benzer i¢ davalardaki cezal suglar konusunda bu yardimi saglayacaktir.

Madde 34 - Icerik verilerine el konulmasi Kkonusunda karsihikl
yardimlasma

Taraflar yirtirliikteki antlasmalarmin ve i¢ hukuklanmin izin verdigi olgiide,
bilgisayar sistemi {izerinden aktarilan belirlenmis haberlesmelerin igerik verilerinin
gergek zamanh olarak derlenmesi veya kaydedilmesi konusunda birbirlerine
karsilikli yardimda bulunacaklardir.

Baghk 3 —24 saat 7 giin iletigsim ag
Madde 35~ 24 saat 7 giin Iletisim ag:
Her bir Taraf, bilgisayar sistemleri ve verileriyle ilgili cezai suglar konusundaki
sorusturma veya kovusturma veya cezai sugun elektronik ortamda toplanmis delilleri
i¢in aninda yardim temin edilmesini saglamak amaciyla giinde 24 saat ve haftanin 7
giiniinde erisilebilecek bir irtibat noktas: belirleyecektir. Sézkonusu yardim,
agafidakilerin kolaylastinlmasim veya, i¢ hukuk ve uygulamalarinin izin vermesi
halinde, dogrudan yapilmasini icerecektir:
a teknik Oneri saglanmasi;
b Madde 29 ve 30 uyarinca verilerin korunmas;

c delil toplanmasi, yasal bilgi saglanmasi, siiphelilerin yerlerinin tespit edilmesi.

a Taraflardan birinin irtibat noktasinin, diger bir Tarafin irtibat noktasiyla hizli
bir sekilde iletisim saglayabilecek yetenege sahip olmasi gerekmektedir.

b Taraflardan birinin belirledigi irtibat noktasinmn, o Tarafin uluslararasi
yardimindan veya suglularin iadesinden sorumlu makam veya makamlarinin
bir pargas1 olmamas: durumunda, s6zkonusu irtibat noktasimin bu makam veya
makamlarla hizli bir sekilde esgiidiimde bulunabilecek nitelikte olmasini
saglamasi gerekmektedir.
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Béliim IV — Son hiikiimler

Madde 36 — Imza ve yiiriirliige giris

Isbu Sézlesme, Avrupa Konseyi’ne {iye Devletlerin ve S6zlesme’nin hazirlanmasma
katilmis tiye olmayan Devletlerin imzasina agik olacaktir.

Isbu S6zlesme onay, kabul veya uygun bulmaya tabidir. Onay, kabul veya uygun
bulma belgeleri Avrupa Konseyi Genel Sekreteri’ne tevdi olunacaktir.

Isbu Sozlesme, en az iicti Avrupa KonSeyi tiyesi olan bes Devlet, paragraf 1 ve 2
hiikktimleri uyarinca Sozlesme’ye tibi olma rizalarin1 beyan ettikleri tarihten sonraki
li¢ aylik siirenin bitimini izleyen ayin ilk giiniinde yiiriirliige girecektir.

Isbu Sozlesme, Sézlesme’ye tabi olma rizalarim beyan eden, herhangi bir imzaci
Devlete iligkin olarak, paragraf 1 ve 2 hiikiimleri uyarinca S6zlesme’ye tabi olma
rizasim beyan ettigi tarihten sonraki ii¢ aylik siirenin bitimini izleyen ayin ilk
gliniinde yiirtirliige girecektir.

Madde 37 - Sozlesme’ye Taraf Olma

Isbu Sézlesme’nin yuriirlife girmesinin ardindan, Avrupa Konseyi Bakanlar
Komitesi, Sozlesme’de Akit Devletlerle goriigiip bu Devletlerin oybirligiyle
onaylamalarmin ardindan, Konsey iiyesi olmayan ve isbu Sozlesme’nin
hazirlanmasina katilmis olmayan herhangi bir Devleti Sézlesme’ye taraf olmaya
davet edebilir. Bu karar Avrupa Konseyi Yasasi’mn Madde 20.d’de belirtilen
cogunluk tarafindan ve Bakanlar Komitesi’nde yer almaya hakki bulunan Akit
Devletlerin temsilcilerinin oybirligiyle alinacaktir.

Yukarida paragraf 1°de belirtilen S6zlesme’ye taraf olan bir Devlete iliskin olarak,
Isbu Sézlesme, Avrupa Konseyi Genel Sekreteri’ne taraf olma belgesini tevdi etme
tarihinden sonraki ti¢ aylik siirenin bitimini izleyen aym ilk giiniinde yiiriirliige
girecektir.

Madde 38 — Belirli Bolgelerde Uygulama

Devletlerden herhangi biri, imza sirasinda veya onay, kabul, uygun bulma veya taraf

olma belgelerini tevdi ederken, Sozlesme’nin uygulanacag: bdlge veya bolgeleri
belirtebilir.

Devletlerden herhangi biri, daha sonraki bir tarihte Avrupa Konseyi Genel
Sekreteri’ne yapacag: bir bildirimle, isbu Sézlesme’nin uygulama alanim bildirimde
belirlenmis bagka herhangi bir bélgeye tesmil edilmesini belirtebilir. Isbu Sézlesme,
boyle bir bildirimin Genel Sekreter tarafindan alinmasindan sonraki ii¢ aylik siirenin
bittigi ay1 izleyen ayin ilk giiniinde yiiriirltige girecektir.

Onceki iki paragraf kapsaminda yapilan herhangi bir bildirim, bdyle bir bildirimde
belirtilen herhangi bir bolge agisindan Avrupa Konseyi Genel Sekreteri’ne yapilacak
bir bildirimle geri g¢ekilebilir. Geri ¢ekilme, boyle bir bildirimin Genel Sekreter
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tarafindan alinmasindan sonraki ii¢ aylik siirenin bittigi ay1 izleyen aym ilk giiniinde
v yiirtirliige girecektir.

Madde 39 - Sozlesme’nin Etkileri

1 Isbu Sozlesme, asagida isimleri yer alan sozlesmelerin hiikiimleri de dahil olmak
tizere, Taraflar arasinda yriirlitkte olan ¢ok tarafli veya ikili anlagmalar1 veya
diizenlemeleri tamamlamaya yoneliktir:

— 13 Aralik 1957 tarihinde Paris’te imzaya agilan Suclularin ladesine Dair
Avrupa Sozlesmesi (ETS No. 24);

— 20 Nisan 1959 tarihinde Strazburg’da imzaya agilan Ceza Islerinde Karsilikli
Adli Yardim Avrupa Sozlesmesi (ETS No. 30);

- 17 Mart 1978 tarihinde Strazburg’da imzaya agilan Ceza Islerinde Karsilikli
Adll Yardim Avrupa Sézlesmesi’ne Ek Protokol (ETS No. 99).

2 Eger iki veya daha fazla Taraf, igbu Sozlesme’de ele alinan konular hakkinda daha
dnce sbzlesme veya anlasma akdetmis veya bu tiir konulara dair iliskilerini baska
sekilde tesis etmislerse veya ileride tesis etmeleri durumunda, sézkonusu Taraflar bu
anlagma veya sozlesmeyi uygulama veya sézkonusu iligkilerini bunlara uygun olarak
diizenleme hakkina sahip olacaktir. Ancak, Taraflarn isbu Sézlesme’de ele alinan
konulara dair iligkilerini isbu Sozlesme’de diizenlendigi sekilde tesis etmemis
olmalar1 halinde, isbu Sozlesme’nin amag ve ilkeleriyle tutarsiz olmayacak sekilde
hareket etmeleri gerekecektir.

3 Isbu S6zlesme’nin higbir hitkmii, bir Tarafin diger haklarin, sinirlamalarini,
yukiimliiliikklerini ve sorumluluklarin etkilemeyecektir.

Madde 40 - Beyanlar

Devletlerden herhangi biri, Avrupa Konseyi Genel Sekreteri’ne hitaben yazili bir
bildirimde bulunarak, imza sirasinda veya onay, kabul, uygun bulma veya taraf olma
belgesini tevdi ederken, Madde 2,3,6 Paragraf 1.b,7,9 Paragraf 3 ve 27 ve Paragraf
9.e kapsaminda belirtildigi iizere, ek unsurlar talep etme olanagindan
yararlanabilecegini beyan edebilir.

Madde 41 ~  Federal Devletlere iliskin Madde

1 Federal bir Devlet, isbu S6zlesme’de Bolim II g¢ergevesinde belirtilen, merkezi
Hiiktimeti ve iilkeyi olusturan Eyaletler veya diger benzer nitelikteki idari bolgeleri
arasindaki iligkilerin dayandig1 temel ilkeleriyle tutarh yiikiimliilitkkleri, Bolim III
¢ergevesinde isbirligi yapabilmesi kaydiyla kabul etme hakkim sakli tutabilir.

Federal bir Devlet, paragraf 1’de belirtildigi sekilde c¢ekince beyamnda
. bulundugunda, bunun kogullarini Boliim II’de yer alan tedbirlerin alinmasina iligkin
. zorunluluklari déhil etmemek veya onemli olglide azaltmak igin uygulayamaz.
Genel olarak, Federal Devlet bu tedbirlere iligkin genis ve etklh bir yasa uygulama
- 4 yetenegini saglayacaktir. :
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Eyaletlerin yargi yetkisi veya federasyonun anayasal sistemi uyarinca yasama
tedbirlerini alma zorunlulugu bulunmayan diger benzer idari bolgelerin uyguladig
Sozlesme’nin hiikiimlerine iliskin olarak, federal Hilkiimet, s6zkonusu Eyaletlerin
yetkili makamlarina bahsi gegen hiikiimleri olumlu gériisiiyle birlikte bildirecek, bu
makamlar1 bunlan yiirtirlige koymak amaciyla geregini yapmalar1 konusunda tesvik
edecektir.

Madde 42 — Cekinceler

Devletlerden herhangi biri, Avrupa Konseyi Genel Sekreteri’ne hitaben yazili bir
bildirimde bulunarak, imza sirasinda veya onay, kabul, uygun bulma veya taraf olma
belgesini tevdi ederken, 4. maddenin 2. paragrafi, 6. maddenin 3. paragrafi, 9.
maddenin 4. paragrafi, 10. maddenin 3. paragrafi, 11. maddenin 3. paragrafi, 14.
maddenin 3. paragrafi, 22. maddenin 2. paragrafi, 29. maddenin 4. paragrafi ve 41.
maddenin 1. paragrafinda belirtilen ¢ekinceyi(leri) kullandigini beyan edebilir. Bagka
higbir ¢ekince getirilemez.

Madde 43 - Cekincelerin Durumu ve Bunlardan Vazgecilmesi

Madde 42 uyarinca ¢ekince getiren bir Taraf, Avrupa Konseyi Genel Sekreteri’ne
hitaben yazili bir bildirimde bulunarak, ¢ekincesinden tamamen veya kismen
vazgegebilir. Vazgecme islemi, bu yazili bildirim Genel Sekreter tarafindan alindig
tarihte yirlirliige girecektir. Eger bildirim ¢ekince hakkinin belirtilen bir tarihte geri
cekilmesini bildiriyorsa ve bu, bildirimin Genel Sekreter tarafindan alindid: tarihten
sonraki bir tarih ise, geri ¢ekme islemi sdzkonusu sonraki tarihte yiiriirliige
girecektir.

Madde 42 uyarinca g¢ekince getiren bir Taraf, bu haktan, sartlar elverdigi andan
itibaren tamamen veya kismen vazgegecektir.

Avrupa Konseyi Genel Sekreteri, Madde 42°de belirtildigi tizere bir veya daha fazla
¢ekince getiren Taraflarla, bu g¢ekince(ler)den vazgegmesine iliskin olanaklar
diizenli araliklarla arastirabilir.

Madde 44—  Degisiklikler

Herhangi bir Taraf, isbu Sézlesme’de degisiklikler yapilmasi Snerisinde bulunabilir
ve bu degisiklikler Avrupa Konseyi Genel Sekreteri tarafindan Avrupa Konseyi iiye
Devletleri’ne, isbu Soézlesme’nin hazirlanmasina katilmis iiye olmayan Devletlere,
ayrica Madde 37 hiikiimleri uyarinca igbu Sozlesme’ye taraf olan veya taraf olmaya
davet edilen herhangi bir Devlete bildirilecektir.

Bir Tarafin onerdigi herhangi bir degisiklik, Avrupa Su¢ Sorunlari Komitesi’ne
(CDPC) bildirilecek, bu Komite sézkonusu degisiklik onerisine iliskin goriislerini
Bakanlar Komitesi’ne sunacaktir.

Bakanlar Komitesi 6nerilen degisikligi ve CDPC’nin sundugu gériisii inceleyecek ve
. Sozlesme’ye taraf olan iiye olmayan Devletlerle istisarede bulunduktan sonra
. i sdzkonusu degisikligi kabul edebilecektir.
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Isbu Maddenin 3. paragrafi uyarinca Bakanlar Komitesi tarafindan kabul edilen
herhangi bir degisikligin metni, kabul i¢in Taraflara gonderilecektir.

Isbu Maddenin 3. paragrafi uyarinca kabul edilen herhangi bir degisiklik, tiim
Taraflarin bununla ilgili kabulii Genel Sekreter’e bildirmelerinden sonraki otuzuncu
glinde yiirtirliige girecektir.

Madde 45 - Uyusmazhklarm Céziimii

Avrupa Sug¢ Sorunlari Komitesi (CDPC), igsbu Sozlesme’nin yorumu veya
uygulamasina iliskin olarak stirekli sekilde bilgilendirilecektir.

Taraflar arasinda igbu Soézlesme’nin yorumlanmasi ve uygulamasina iliskin bir
uyusmazlik dogmasi durumunda, ilgili Taraflarin {izerinde anlasacag sekilde,
uyusmazliin CDPC’ye, kararlar1 Taraflar1 baglayici bir hakem heyetine veya
Uluslararas1 Adalet Divani’na gétiiriilmesi de d4hil olmak {izere, Taraflar miizakere
yoluyla veya kendilerinin tercih edecegi diger baris¢il yollarla ¢6zlim arayacaklardur.

Madde 46 - Taraflar Arasindaki Istisareler

Taraflar, uygun goriildiigi sekilde, asagidaki hususlari kolaylastirmak amaciyla
diizenli araliklarla istisarede bulunacaklardir:

a isbu Sozlesme’nin etkin sekilde kullanilmasi ve uygulanmasi, bu hususlara
iliskin sorunlarin ve igbu Sézlesme gergevesinde yapilan herhangi bir beyan
veya ¢ekincenin etkilerinin belirlenmesi;

b sanal ortamda islenen suglara iliskin onemli yasal, siyasal veya teknolojik
gelismeler ve elektronik ortamda delil toplanmasi konularinda bilgi teatisinde
bulunulmasi;

¢ . Sozlesme’ye olasi ilave veya degisikliklerin goz dniinde bulundurulmast.

Avrupa Sug¢ Sorunlar1 Komitesi (CDPC), paragraf 1°de belirtilen istisarelerin sonucu
hakkinda diizenli araliklarla siirekli sekilde bilgilendirilecektir.

CDPC, uygun goriildiigti sekilde, paragraf 1°de belirtilen istigareleri kolaylastirmak
ve Sozlesme’ye ilavede bulunmaya veya degisiklik yapmaya yonelik ¢alismalarinda
Taraflara yardimer olmak igin gerekli tedbirleri alacaktir. Isbu Sozlesme yiiriirliige
girdikten en geg li¢ y1l sonra, Avrupa Sug Sorunlari Komitesi (CDPC), Sézlesme’nin
tiim hiikiimlerini Taraflarla isbirligi i¢inde gdzden gegirecek ve gerektigi takdirde,
uygun degisiklik tekliflerini yapacaktir.

Avrupa Konseyi tarafindan fistlenilen masraflar hari¢ olmak iizere, paragraf 1
hitkiimlerini yerine getirmek i¢in yapilan masraflar, Taraflarca, kendilerinin
belirleyecegi sekilde karsilanacaktir.

Avrupa Konseyi Sekretaryasi, Taraflara, igbu Madde gergevesindeki gorevlerini
) yerine getirmelerinde yardimei olacaktur.
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Madde 47 — Sozlesmeden Ayrilma

Herhangi bir Taraf, diledigi zaman, Avrupa Konseyi Genel Sekreteri’ne hitaben bir
bildirimde bulunarak, isbu S6zlesme’den ayrilabilir.

Ayrilma islemi, bildirimin Genel Sekreter tarafindan alinmasindan sonraki {i¢ aylik
slirenin sonunu izleyen ayin ilk giiniinde yiiriirliige girecektir.

Madde 48 — Bildirimler

Avrupa Konseyi Genel Sekreteri, Avrupa Konseyi iiye Devletleri’ne, isbu
Sozlegsme’nin hazirlanmasina katilan iiye olmayan Devletlere, ayrica Sozlesme’ye
taraf olan veya taraf olmaya davet edilen herhangi bir Devlete:

a her imzayi;
b tevdi edilen her onay, kabul, uygun bulma veya taraf olma belgesini;
c Madde 36 ve 37 uyarinca her yiiriirliige giris tarihini;

d Madde 40 uyarinca yapilan her beyani veya Madde 42 uyarinca getirilen her
cekinceyi;

e isbu Sozlesme’ye iliskin diger her tiir eylem, bildirim veya iletisimi
bildirecektir.

Yukaridaki hususlar muvacehesinde, asagida imzasi bulunanlar usuliine uygun
sekilde yetkilendirilmis olarak isbu Sézlesme’yi imzalamiglardir.

Isbu Sozlesme, 23 Kasim 2001 tarihinde Budapeste’de, her iki metin de ayni
derecede gegerli olmak iizere, Ingilizce ve Fransizca dillerinde, Avrupa Konseyi
argivlerinde saklanacak sekilde tek niisha olarak imzalanmigtir. Onayli niishalari
Avrupa Konseyi Genel Sekreteri tarafindan Avrupa Konseyi iiye Devletleri’ne, isbu
S6zlesme’nin hazirlanmasina katilan iiye olmayan Devletlere, ayrica Sézlesme’ye
taraf olan veya taraf olmaya davet edilen tiim Devletlere génderilecektir.
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ETS 185 - Convention on Cybercrime, 23.X1.2001

Preamble

The member States of the Council of Europe and the other States signatory hereto,

Considering that the aim of the Council of Europe is to achieve a greater unity between
its members;

Recognising the value of fostering co-operation with the other States parties to this
Convention;

Convinced of the need to pursue, as a matter of priority, a common criminal policy
aimed at the protection of society against cybercrime, inter alia, by adopting appropriate
legislation and fostering international co-operation;

Conscious of the profound changes brought about by the digitalisation, convergence and
continuing globalisation of computer networks;

Concerned by the risk that computer networks and electronic information may also be
used for committing criminal offences and that evidence relating to such offences may be
stored and transferred by these networks;

Recognising the need for co-operation between States and private industry in combating
cybercrime and the need to protect legitimate interests in the use and development of
information technologies;

Believing that an effective fight against cybercrime requires increased, rapid and well-
functioning international co-operation in criminal matters;

Convinced that the present Convention is necessary to deter action directed against the
confidentiality, integrity and availability of computer systems, networks and computer
data as well as the misuse of such systems, networks and data by providing for the
criminalisation of such conduct, as described in this Convention, and the adoption of
powers sufficient for effectively combating such criminal offences, by facilitating their
detection, investigation and prosecution at both the domestic and international levels
and by providing arrangements for fast and reliable international co-operation;

Mindful of the need to ensure a proper balance between the interests of law enforcement
and respect for fundamental human rights as enshrined in the 1950 Council of Europe
Convention for the Protection of Human Rights and Fundamental Freedoms, the 1966
United Nations International Covenant on Civil and Political Rights and other applicable
international human rights treaties, which reaffirm the right of everyone to hold
opinions without interference, as well as the right to freedom of expression, including
the freedom to seek, receive, and impart information and ideas of all kinds, regardless of
frontiers, and the rights concerning the respect for privacy;

Mindful also of the right to the protection of personal data, as conferred, for example, by
the 1981 Council of Europe Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data;
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Considering the 1989 United Nations Convention on the Rights of the Child and the 1999
International Labour Organization Worst Forms of Child Labour Convention;

Taking into account the existing Council of Europe conventions on co-operation in the
penal field, as well as similar treaties which exist between Council of Europe member
States and other States, and stressing that the present Convention is intended to
supplement those conventions in order to make criminal investigations and proceedings
concerning criminal offences related to computer systems and data more effective and to
enable the collection of evidence in electronic form of a criminal offence;

Welcoming recent developments which further advance international understanding
and co-operation in combating cybercrime, including action taken by the United
Nations, the OECD, the European Union and the G8;

Recalling Committee of Ministers Recommendations No. R (85) 10 concerning the
practical application of the European Convention on Mutual Assistance in Criminal
Matters in respect of letters rogatory for the interception of telecommunications, No. R
(88) 2 on piracy in the field of copyright and neighbouring rights, No. R (87) 15
regulating the use of personal data in the police sector, No. R (95) 4 on the protection of
personal data in the area of telecommunication services, with particular reference to
telephone services, as well as No. R (89) 9 on computer-related crime providing
guidelines for national legislatures concerning the definition of certain computer crimes
and No. R (95) 13 concerning problems of criminal procedural law connected with
information technology;

Having regard to Resolution No. 1 adopted by the European Ministers of Justice at their
21st Conference (Prague, 10 and 11 June 1997), which recommended that the Committee
of Ministers support the work on cybercrime carried out by the European Committee on
Crime Problems (CDPC) in order to bring domestic criminal law provisions closer to
each other and enable the use of effective means of investigation into such offences, as
well as to Resolution No. 3 adopted at the 23rd Conference of the European Ministers of
Justice (London, 8 and 9 June 2000), which encouraged the negotiating parties to pursue
their efforts with a view to finding appropriate solutions to enable the largest possible
number of States to become parties to the Convention and acknowledged the need for a
swift and efficient system of international co-operation, which duly takes into account
the specific requirements of the fight against cybercrime;

Having also regard to the Action Plan adopted by the Heads of State and Government of
the Council of Europe on the occasion of their Second Summit (Strasbourg, 10 and

© 11 October 1997), to seek common responses to the development of the new information

technologies based on the standards and values of the Council of Europe;

Have agreed as follows:
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Chapter I - Use of terms
Article1 -~ Definitions
For the purposes of this Convention:

a "computer system" means any device or a group of interconnected or related
devices, one or more of which, pursuant to a program, performs automatic
processing of data;

b “computer data” means any representation of facts, information or concepts in a
form suitable for processing in a computer system, including a program suitable
to cause a computer system to perform a function;

c “service provider” means:

i - any public or private entity that provides to users of its service the ability to
communicate by means of a computer system, and

ii any other entity that processes or stores computer data on behalf of such
communication service or users of such service;

d “traffic data” means any computer data relating to a communication by means of
a computer system, generated by a computer system that formed a part in the
chain of communication, indicating the communication’s origin, destination,
route, time, date, size, duration, or type of underlying service.

Chapter II - Measures to be taken at the national level
Section 1 - Substantive criminal law

Title 1 - Offences against the confidentiality, integrity and availability
of computer data and systems

Article2 - [Illegal access

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally, the
access to the whole or any part of a computer system without right. A Party may require
that the offence be committed by infringing security measures, with the intent of
obtaining computer data or other dishonest intent, or in relation to a computer system
that is connected to another computer system.

Article 3- Illegal interception

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally, the
interception without right, made by technical means, of non-public transmissions of
computer data to, from or within a computer system, including electromagnetic
emissions from a computer system carrying such computer data. A Party may require
that the offence be committed with dishonest intent, or in relation to a computer system
that is connected to another computer system.
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Article 4 - Data interference

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally, the
damaging, deletion, deterioration, alteration or suppression of computer data without
right.

A Party may reserve the right to require that the conduct described in paragraph 1 result
in serious harm. :

Article 5 - System interference

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally, the
serious hindering without right of the functioning of a computer system by inputting,
transmitting, damaging, deleting, deteriorating, altering or suppressing computer data.

Article 6 - Misuse of devices

Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally and
without right:

a the production, sale, procurement for use, import, distribution or otherwise
making available of:

i a device, including a computer program, designed or adapted primarily for
the purpose of committing any of the offences established in accordance
with the above Articles 2 through 5;

ii a computer password, access code, or similar data by which the whole or
any part of a computer system is capable of being accessed,

with intent that it be used for the purpose of committing any of the offences
established in Articles 2 through 5; and

b the possession of an item referred to in paragraphs a.i or ii above, with intent that
it be used for the purpose of committing any of the offences established in
Articles 2 through 5. A Party may require by law that a number of such items be
possessed before criminal liability attaches.

This article shall not be interpreted as imposing criminal liability where the production,
sale, procurement for use, import, distribution or otherwise making available or
possession referred to in paragraph 1 of this article is not for the purpose of committing
an offence established in accordance with Articles 2 through 5 of this Convention, such
as for the authorised testing or protection of a computer system.

Each Party may reserve the right not to apply paragraph 1 of this article, provided that
the reservation does not concern the sale, distribution or otherwise making available of
the items referred to in paragraph 1 a.ii of this article.
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Title 2 — Computer-related offences
Article 7- Computer-related forgery
Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally and
without right, the input, alteration, deletion, or suppression of computer data, resulting
in inauthentic data with the intent that it be considered or acted upon for legal purposes
as if it were authentic, regardless whether or not the data is directly readable and
intelligible. A Party may require an intent to defraud, or similar dishonest intent, before
criminal liability attaches.
Article 8 - Computer-related fraud
Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally and
without right, the causing of a loss of property to another person by:
a any input, alteration, deletion or suppression of computer data;

b any interference with the functioning of a computer system,

with fraudulent or dishonest intent of procuring, without right, an economic benefit for
oneself or for another person.

Title 3 -~ Content-related offences
Article 9~ Offences related to child pornography
Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally and

without right, the following conduct:

a producing child pornography for the purpose of its distribution through a
computer system;

b offering or making available child pornography through a computer system;
c distributing or transmitting child pornography through a computer system;

d procuring child pornography through a computer system for oneself or for
another person;

e possessing child pornography in a computer system or on a computer-data
storage medium.

For the purpose of paragraph 1 above, the term “child pornography” shall include
pornographic material that visually depicts:

a a minor engaged in sexually explicit conduct;

a person appearing to be a minor engaged in sexually explicit conduct;
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c realistic images representing a minor engaged in sexually explicit conduct.

3 For the purpose of paragraph 2 above, the term “minor” shall include all persons under
18 years of age. A Party may, however, require a lower age-limit, which shall be not less
than 16 years.

4  Each Party may reserve the right not to apply, in whole or in part, paragraphs 1, sub-
paragraphs d. and e, and 2, sub-paragraphs b. and c.

Title 4 - Offences related to infringements of copyright and related rights
Article 10 - Offences related to infringements of copyright and related rights

1 Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law the infringement of copyright, as
defined under the law of that Party, pursuant to the obligations it has undertaken under
the Paris Act of 24 July 1971 revising the Bern Convention for the Protection of Literary
and Artistic Works, the Agreement on Trade-Related Aspects of Intellectual Property
Rights and the WIPO Copyright Treaty, with the exception of any moral rights conferred
by such conventions, where such acts are committed wilfully, on a commercial scale and
by means of a computer system.

2 Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law the infringement of related rights,
as defined under the law of that Party, pursuant to the obligations it has undertaken
under the International Convention for the Protection of Performers, Producers of
Phonograms and Broadcasting Organisations (Rome Convention), the Agreement on
Trade-Related Aspects of Intellectual Property Rights and the WIPO Performances and
Phonograms Treaty, with the exception of any moral rights conferred by such
conventions, where such acts are committed wilfully, on a commercial scale and by
means of a computer system.

3 A Party may reserve the right not to impose criminal liability under paragraphs 1 and 2
of this article in limited circumstances, provided that other effective remedies are
available and that such reservation does not derogate from the Party’s international
obligations set forth in the international instruments referred to in paragraphs 1 and 2 of
this article.

Title 5 — Ancillary liability and sanctions
Article 11 - Attempt and aiding or abetting

1 Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally,
aiding or abetting the commission of any of the offences established in accordance with
Articles 2 through 10 of the present Convention with intent that such offence be
committed.

2 Each Party shall adopt such legislative and other measures as may be necessary to
establish as criminal offences under its domestic law, when committed intentionally, an
attempt to commit any of the offences established in accordance with Articles 3 through
5,7,8, and 9.1.a and c. of this Convention.
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Each Party may reserve the right not to apply, in whole or in part, paragraph 2 of this
article.

Article 12 - Corporate liability

Each Party shall adopt such legislative and other measures as may be necessary to
ensure that legal persons can be held liable for a criminal offence established in
accordance with this Convention, committed for their benefit by any natural person,
acting either individually or as part of an organ of the legal person, who has a leading
position within it, based on:

a a power of representation of the legal person;
b an authority to take decisions on behalf of the legal person;
c an authority to exercise control within the legal person.

In addition to the cases already provided for in paragraph 1 of this article, each Party
shall take the measures necessary to ensure that a legal person can be held liable where
the lack of supervision or control by a natural person referred to in paragraph 1 has
made possible the commission of a criminal offence established in accordance with this
Convention for the benefit of that legal person by a natural person acting under its
authority.

Subject to the legal principles of the Party, the liability of a legal person may be criminal,
civil or administrative.

Such liability shall be without prejudice to the criminal liability of the natural persons
who have committed the offence.

Article 13 - Sanctions and measures

Each Party shall adopt such legislative and other measures as may be necessary to
ensure that the criminal offences established in accordance with Articles 2 through 11 are
punishable by effective, proportionate and dissuasive sanctions, which include
deprivation of liberty.

Each Party shall ensure that legal persons held liable in accordance with Article 12 shall
be subject to effective, proportionate and dissuasive criminal or non-criminal sanctions
or measures, including monetary sanctions.

Section 2 -~ Procedural law

Title 1 - Common provisions
Article 14 - Scope of procedural provisions
Each Party shall adopt such legislative and other measures as may be necessary to
establish the powers and procedures provided for in this section for the purpose of

specific criminal investigations or proceedings.

Except as specifically provided otherwise in Article 21, each Party shall apply the powers
and procedures referred to in paragraph 1 of this article to:
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a the criminal offences established in accordance with Articles 2 through 11 of this
Convention;

b other criminal offences committed by means of a computer system; and

c the collection of evidence in electronic form of a criminal offence.

a Each Party may reserve the right to apply the measures referred to in Article 20
only to offences or categories of offences specified in the reservation, provided
that the range of such offences or categories of offences is not more restricted than
the range of offences to which it applies the measures referred to in Article 21.
Each Party shall consider restricting such a reservation to enable the broadest
application of the measure referred to in Article 20.

b Where a Party, due to limitations in its legislation in force at the time of the
adoption of the present Convention, is not able to apply the measures referred to
in Articles 20 and 21 to communications being transmitted within a computer
system of a service provider, which system:

i is being operated for the benefit of a closed group of users, and

i does not employ public communications networks and is not connected
with another computer system, whether public or private,

that Party may reserve the right not to apply these measures to such
communications. Each Party shall consider restricting such a reservation to enable
the broadest application of the measures referred to in Articles 20 and 21.

Article 15 - Conditions and safeguards

Each Party shall ensure that the establishment, implementation and application of the
powers and procedures provided for in this Section are subject to conditions and
safeguards provided for under its domestic law, which shall provide for the adequate
protection of human rights and liberties, including rights arising pursuant to obligations
it has undertaken under the 1950 Council of Europe Convention for the Protection of
Human Rights and Fundamental Freedoms, the 1966 United Nations International
Covenant on Civil and Political Rights, and other applicable international human rights
instruments, and which shall incorporate the principle of proportionality.

Such conditions and safeguards shall, as appropriate in view of the nature of the
procedure or power concerned, inter alia, include judicial or other independent
supervision, grounds justifying application, and limitation of the scope and the duration
of such power or procedure.

To the extent that it is consistent with the public interest, in particular the sound
administration of justice, each Party shall consider the impact of the powers and
procedures in this section upon the rights, responsibilities and legitimate interests of
third parties.
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Title 2 - Expedited preservation of stored computer data
Article 16 -~ Expedited preservation of stored computer data

Each Party shall adopt such legislative and other measures as may be necessary to enable
its competent authorities to order or similarly obtain the expeditious preservation of
specified computer data, including traffic data, that has been stored by means of a
computer system, in particular where there are grounds to believe that the computer
data is particularly vulnerable to loss or modification.

Where a Party gives effect to paragraph 1 above by means of an order to a person to
preserve specified stored computer data in the person’s possession or control, the Party
shall adopt such legislative and other measures as may be necessary to oblige that
person to preserve and maintain the integrity of that computer data for a period of time
as long as necessary, up to a maximum of ninety days, to enable the competent
authorities to seek its disclosure. A Party may provide for such an order to be
subsequently renewed.

Each Party shall adopt such legislative and other measures as may be necessary to oblige
the custodian or other person who is to preserve the computer data to keep confidential
the undertaking of such procedures for the period of time provided for by its domestic
law.

The powers and procedures referred to in this article shall be subject to Articles 14
and 15.

Axticle 17 - Expedited preservation and partial disclosure of traffic data

Each Party shall adopt, in respect of traffic data that is to be preserved under Article 16,
such legislative and other measures as may be necessary to:

a ensure that such expeditious preservation of traffic data is available regardless of
whether one or more service providers were involved in the transmission of that
communication; and

b ensure the expeditious disclosure to the Party’s competent authority, or a person
designated by that authority, of a sufficient amount of traffic data to enable the
Party to identify the service providers and the path through which the

communication was transmitted.

The powers and procedures referred to in this article shall be subject to Articles 14
and 15.

Title 3 - Production order
Article 18 - Production order

Each Party shall adopt such legislative and other measures as may be necessary to
empower its competent authorities to order:

a person in its territory to submit specified computer data in that person’s
possession or control, which is stored in a computer system or a computer-data
storage medium; and T
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b a service provider offering its services in the territory of the Party to submit
subscriber information relating to such services in that service provider's
possession or control.

The powers and procedures referred to in this article shall be subject to Articles 14
and 15.

For the purpose of this article, the term “subscriber information” means any information
contained in the form of computer data or any other form that is held by a service
provider, relating to subscribers of its services other than traffic or content data and by
which can be established:

a the type of communication service used, the technical provisions taken thereto
and the period of service;

b the subscriber’s identity, postal or geographic address, telephone and other access
number, billing and payment information, available on the basis of the service
agreement or arrangement;

c any other information on the site of the installation of communication equipment,
available on the basis of the service agreement or arrangement.

Title 4 - Search and seizure of stored computer data
Article 19 - Search and seizure of stored computer data

Each Party shall adopt such legislative and other measures as may be necessary to
empower its competent authorities to search or similarly access:

a a computer system or part of it and computer data stored therein; and
b a computer-data storage medium in which computer data may be stored
in its territory.

Each Party shall adopt such legislative and other measures as may be necessary to
ensure that where its authorities search or similarly access a specific computer system or
part of it, pursuant to paragraph 1.a, and have grounds to believe that the data sought is
stored in another computer system or part of it in its territory, and such data is lawfully
accessible from or available to the initial system, the authorities shall be able to
expeditiously extend the search or similar accessing to the other system.

Each Party shall adopt such legislative and other measures as may be necessary to
empower its competent authorities to seize or similarly secure computer data accessed

according to paragraphs 1 or 2. These measures shall include the power to:

a seize or similarly secure a computer system or part of it or a computer-data
storage medium;

b make and retain a copy of those computer data;
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c maintain the integrity of the relevant stored computer data;
d render inaccessible or remove those computer data in the accessed computer
system.
4 Each Party shall adopt such legislative and other measures as may be necessary to

empower its competent authorities to order any person who has knowledge about the
functioning of the computer system or measures applied to protect the computer data
therein to provide, as is reasonable, the necessary information, to enable the undertaking
of the measures referred to in paragraphs 1 and 2.

5 The powers and procedures referred to in this article shall be subject to Articles 14
and 15. ‘

Title 5 - Real-time collection of computer data
Article 20 - Real-time collection of traffic data

1 Each Party shall adopt such legislative and other measures as may be necessary to
empower its competent authorities to:

a collect or record through the application of technical means on the territory of that
Party, and

b compel a service provider, within its existing technical capability:
i to collect or record through the application of technical means on the

territory of that Party; or

ii = to co-operate and assist the competent authorities in the collection or
recording of,

traffic data, in real-time, associated with specified communications in its territory
transmitted by means of a computer system.

2 Where a Party, due to the established principles of its domestic legal system, cannot
adopt the measures referred to in paragraph 1.a, it may instead adopt legislative and
other measures as may be necessary to ensure the real-time collection or recording of
traffic data associated with specified communications transmitted in its territory,
through the application of technical means on that territory.

3 Each Party shall adopt such legislative and other measures as may be necessary to oblige
a service provider to keep confidential the fact of the execution of any power- provided
for in this article and any information relating to it.

4 The powers and procedures referred to in this article shall be subject to Articles 14
and 15.

Article 21 - Interception of content data
Each Party shall adopt such legislative and other measures as may be necessary, in

. relation to a range of serious offences to be determined by domestic law, to empower its
" competent authorities to:
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a collect or record through the application of technical means on the territory of that
Party, and

b compel a service provider, within its existing technical capability:
i to collect or record through the application of technical means on the

territory of that Party, or

ii to co-operate and assist the competent authorities in the collection or
recording of,

content data, in real-time, of specified communications in its territory transmitted by
means of a computer system.

2 Where a Party, due to the established principles of its domestic legal system, cannot
adopt the measures referred to in paragraph 1.a, it may instead adopt legislative and
other measures as may be necessary to ensure the real-time collection or recording of
content data on specified communications in its territory through the application of
technical means on that territory.

3 Each Party shall adopt such legislative and other measures as may be necessary to oblige
a service provider to keep confidential the fact of the execution of any power provided

for in this article and any information relating to it.

4 The powers and procedures referred to in this article shall be subject to Articles 14
and 15.

Section 3 - Jurisdiction
Article 22 - Jurisdiction

1 Each Party shall adopt such legislative and other measures as may be necessary to
establish jurisdiction over any offence established in accordance with Articles 2
through 11 of this Convention, when the offence is committed:

a in its territory; or

b on board a ship flying the flag of that Party; or

c on board an aircraft registered under the laws of that Party; or

d by one of its nationals, if the offence is punishable under criminal law where it
was committed or if the offence is committed outside the territorial jurisdiction of
any State.

2 Each Party may reserve the right not to apply or to apply only in specific cases or
conditions the jurisdiction rules laid down in paragraphs 1.b through 1.d of this article or
any part thereof.

3 Each Party shall adopt such measures as may be necessary to establish jurisdiction over
the offences referred to in Article 24, paragraph 1, of this Convention, in cases where an
alleged offender is present in its territory and it does not extradite him or her to another
Party, solely on the basis of his or her nationality, after a request for extradition.
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4 This Convention does not exclude any criminal jurisdiction exercised by a Party in
accordance with its domestic law.

5 When more than one Party claims jurisdiction over an alleged offence established in
accordance with this Convention, the Parties involved shall, where appropriate, consult
with a view to determining the most appropriate jurisdiction for prosecution.

Chapter III - International co-operation
Section 1 - General principles
Title 1 — General principles relating to international co-operation
Article 23 - General principles relating to international co-operation

The Parties shall co-operate with each other, in accordance with the provisions of this
chapter, and through the application of relevant international instruments on
international co-operation in criminal matters, arrangements agreed on the basis of
uniform or reciprocal legislation, and domestic laws, to the widest extent possible for the
purposes of investigations or proceedings concerning criminal offences related to
computer systems and data, or for the collection of evidence in electronic form of a
criminal offence.

Title 2 - Principles relating to extradition
Article 24 - Extradition

1 a This article applies to extradition between Parties for the criminal offences
established in accordance with Articles 2 through 11 of this Convention, provided
that they are punishable under the laws of both Parties- concerned by deprivation
of liberty for a maximum period of at least one year, or by a more severe penalty.

b Where a different minimum penalty is to be applied under an arrangement agreed
on the basis of uniform or reciprocal legislation or an extradition treaty, including
the European Convention on Extradition (ETS No. 24), applicable between two or
more parties, the minimum penalty provided for under such arrangement or
treaty shall apply.

2 The criminal offences described in paragraph 1 of this article shall be deemed to be
included as extraditable offences in any extradition treaty existing between or among the
Parties. The Parties undertake to include such offences as extraditable offences in any
extradition treaty to be concluded between or among them.

3 If a Party that makes extradition conditional on the existence of a treaty receives a
request for extradition from another Party with which it does not have an extradition
treaty, it may consider this Convention as the legal basis for extradition with respect to
any criminal offence referred to in paragraph 1 of this article.

4 Parties that do not make extradition conditional on the existence of a treaty shall
recognise the criminal offences referred to in paragraph 1 of this article as extraditable
offences between themselves.
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Extradition shall be subject to the conditions provided for by the law of the requested
Party or by applicable extradition treaties, including the grounds on which the requested
Party may refuse extradition.

If extradition for a criminal offence referred to in paragraph 1 of this article is refused
solely on the basis of the nationality of the person sought, or because the requested Party
deems that it has jurisdiction over the offence, the requested Party shall submit the case
at the request of the requesting Party to its competent authorities for the purpose of
prosecution and shall report the final outcome to the requesting Party in due course.
Those authorities shall take their decision and conduct their investigations and
proceedings in the same manner as for any other offence of a comparable nature under
the law of that Party.

a Each Party shall, at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, communicate to the Secretary
General of the Council of Europe the name and address of each authority
responsible for making or receiving requests for extradition or provisional arrest
in the absence of a treaty.

b The Secretary General of the Council of Europe shall set up and keep updated a
register of authorities so designated by the Parties. Each Party shall ensure that the
details held on the register are correct at all times.

Title 3 - General principles relating to mutual assistance
Article 25 - General principles relating to mutual assistance

The Parties shall afford one another mutual assistance to the widest extent possible for
the purpose of investigations or proceedings concerning criminal offences related to
computer systems and data, or for the collection of evidence in electronic form of a
criminal offence.

Each Party shall also adopt such legislative and other measures as may be necessary to
carry out the obligations set forth in Articles 27 through 35.

Each Party may, in urgent circumstances, make requests for mutual assistance or
communications related thereto by expedited means of communication, including fax or
e-mail, to the extent that such means provide appropriate levels of security and
authentication (including the use of encryption, where necessary), with formal
confirmation to follow, where required by the requested Party. The requested Party shall
accept and respond to the request by any such expedited means of communication.

Except as otherwise specifically provided in articles in this chapter, mutual assistance
shall be subject to the conditions provided for by the law of the requested Party or by
applicable mutual assistance treaties, including the grounds on which the requested
Party may refuse co-operation. The requested Party shall not exercise the right to refuse
mutual assistance in relation to the offences referred to in Articles 2 through 11 solely on
the ground that the request concerns an offence which it considers a fiscal offence.

Where, in accordance with the provisions of this chapter, the requested Party is
permitted to make mutual assistance conditional upon the existence of dual criminality,
that condition shall be deemed fulfilled, irrespective of whether its laws place the offence
within the same category of offence or denominate the offence by the same terminology

v as the requesting Party, if the conduct underlying the offence for which assistance is
% sought is a criminal offence under its laws.
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Article 26 ~ Spontaneous information

A Party may, within the limits of its domestic law and without prior request, forward to
another Party information obtained within the framework of its own investigations
when it considers that the disclosure of such information might assist the receiving Party
in initiating or carrying out investigations or proceedings concerning criminal offences
established in accordance with this Convention or might lead to a request for co-
operation by that Party under this chapter.

Prior to providing such information, the providing Party may request that it be kept
confidential or only used subject to conditions. If the receiving Party cannot comply with
such request, it shall notify the providing Party, which shall then determine whether the
information should nevertheless be provided. If the receiving Party accepts the
information subject to the conditions, it shall be bound by them.

Title 4 — Procedures pertaining to mutual assistance requests
in the absence of applicable international agreements

Article 27 - Procedures pertaining to mutual assistance requests in the absence of
applicable international agreements

Where there is no mutual assistance treaty or arrangement on the basis of uniform or
reciprocal legislation in force between the requesting and requested Parties, the
provisions of paragraphs 2 through 9 of this article shall apply. The provisions of this
article shall not apply where such treaty, arrangement or legislation exists, unless the
Parties concerned agree to apply any or all of the remainder of this article in lieu thereof.

a Each Party shall designate a central authority or authorities responsible for
sending and answering requests for mutual assistance, the execution of such
requests or their transmission to the authorities competent for their execution.

b The central authorities shall communicate directly with each other;

c Each Party shall, at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, communicate to the Secretary
General of the Council of Europe the names and addresses of the authorities
designated in pursuance of this paragraph;

d The Secretary General of the Council of Europe shall set up and keep updated a
register of central authorities designated by the Parties. Each Party shall ensure
that the details held on the register are correct at all times.

Mutual assistance requests under this article shall be executed in accordance with the

procedures specified by the requesting Party, except where incompatible with the law of
the requested Party.

The requested Party may, in addition to the grounds for refusal established in Article 25,
paragraph 4, refuse assistance if:

the request concerns an offence which the requested Party considers a political
offence or an offence connected with a political offence, or
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b it considers that execution of the request is likely to prejudice its sovereignty,
security, ordre public or other essential interests.

The requested Party may postpone action on a request if such action would prejudice
criminal investigations or proceedings conducted by its authorities.

Before refusing or postponing assistance, the requested Party shall, where appropriate
after having consulted with the requesting Party, consider whether the request may be
granted partially or subject to such conditions as it deems necessary.

The requested Party shall promptly inform the requesting Party of the outcome of the
execution of a request for assistance. Reasons shall be given for any refusal or
postponement of the request. The requested Party shall also inform the requesting Party
of any reasons that render impossible the execution of the request or are likely to delay it

significantly.

The requesting Party may request that the requested Party keep confidential the fact of
any request made under this chapter as well as its subject, except to the extent necessary
for its execution. If the requested Party cannot comply with the request for
confidentiality, it shall promptly inform the requesting Party, which shall then determine
whether the request should nevertheless be executed.

a In the event of urgency, requests for mutual assistance or communications related
thereto may be sent directly by judicial authorities of the requesting Party to such
authorities of the requested Party. In any such cases, a copy shall be sent at the
same time to the central authority of the requested Party through the central
authority of the requesting Party.

b Any request or communication under this paragraph may be made through the
International Criminal Police Organisation (Interpol).

c Where a request is made pursuant to sub-paragraph a. of this article and the
authority is not competent to deal with the request, it shall refer the request to the

competent national authority and inform directly the requesting Party that it has
done so.

d Requests or communications made under this paragraph that do not involve
coercive action may be directly transmitted by the competent authorities of the
requesting Party to the competent authorities of the requested Party.

e Each Party may, at the time of signature or when depositing its instrument of
ratification, acceptance, approval or accession, inform the Secretary General of the
Council of Europe that, for reasons of efficiency, requests made under this
paragraph are to be addressed to its central authority.

Article 28 - Confidentiality and limitation on use

When there is no mutual assistance treaty or arrangement on the basis of uniform or
reciprocal legislation in force between the requesting and the requested Parties, the
provisions of this article shall apply. The provisions of this article shall not apply where
such treaty, arrangement or legislation exists, unless the Parties concerned agree to apply
any or all of the remainder of this article in lieu thereof.

The requested Party may make the supply of information or material in response to a
request dependent on the condition that it is:
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a kept confidential where the request for mutual legal assistance could not be
complied with in the absence of such condition, or

b not used for investigations or proceedings other than those stated in the request.

3 If the requesting Party cannot comply with a condition referred to in paragraph 2, it shall
promptly inform the other Party, which shall then determine whether the information
should nevertheless be provided. When the requesting Party accepts the condition, it
shall be bound by it.

4 Any Party that supplies information or material subject to a condition referred to in
paragraph 2 may require the other Party to explain, in relation to that condition, the use
made of such information or material.

Section 2 - Specific provisions

Title 1 ~ Mutual assistance regarding provisional measures
Article 29 - Expedited preservation of stored computer data

1 A Party may request another Party to order or otherwise- obtain the expeditious
preservation of data stored by means of a computer system, located within the territory
of that other Party and in respect of which the requesting Party intends to submit a
request for mutual assistance for the search or similar access, seizure or similar securing,
or disclosure of the data.

2 A request for preservation made under paragraph 1 shall specify:

a the authority seeking the preservation;

b the offence that is the subject of a criminal investigation or proceedings and a brief
summary of the related facts;

¢ the stored computer data to be preserved and its relationship to the offence;

d any available information identifying the custodian of the stored computer data or
the location of the computer system;

e the necessity of the preservation; and

£ that the Party intends to submit a request for mutual assistance for the search or
similar access, seizure or similar securing, or disclosure of the stored computer
data.

3 Upon receiving the request from another Party, the requested Party shall take all
appropriate measures to preserve expeditiously the specified data in accordance with its
domestic law. For the purposes of responding to a request, dual criminality shall not be
required as a condition to providing such preservation.




ETS 185 - Convention on Cybercrime, 23.X1.2001

A Party that requires dual criminality as a condition for responding to a request for
mutual assistance for the search or similar access, seizure or similar securing, or
disclosure of stored data may, in respect of offences other than those established in
accordance with Articles 2 through 11 of this Convention, reserve the right to refuse the
request for preservation under this article in cases where it has reasons to believe that at
the time of disclosure the condition of dual criminality cannot be fulfilled.

In addition, a request for preservation may only be refused if:

a the request concerns an offence which the requested Party considers a political
offence or an offence connected with a political offence, or

b the requested Party considers that execution of the request is likely to prejudice its
sovereignty, security, ordre public or other essential interests.

Where the requested Party believes that preservation will not ensure the future
availability of the data or will threaten the confidentiality of or otherwise prejudice the
requesting Party’s investigation, it shall promptly so inform the requesting Party, which
shall then determine whether the request should nevertheless be executed.

Any preservation effected in response to the request referred to in paragraph 1 shall be
for a period not less than sixty days, in order to enable the requesting Party to submit a
request for the search or similar access, seizure or similar securing, or disclosure of the
data. Following the receipt of such a request, the data shall continue to be preserved
pending a decision on that request.

Article 30 - Expedited disclosure of preserved traffic data

Where, in the course of the execution of a request made pursuant to Article 29 to
preserve traffic data concerning a specific communication, the requested Party discovers
that a service provider in another State was involved in the transmission of the
communication, the requested Party shall expeditiously disclose to the requesting Party
a sufficient amount of traffic data to identify that service provider and the path through
which the communication was transmitted.

Disclosure of traffic data under paragraph 1 may only be withheld if:

a the request concerns an offence which the requested Party considers a political
offence or an offence connected with a political offence; or

b the requested Party considers that execution of the request is likely to prejudice its
sovereignty, security, ordre public or other essential interests.

Title 2 ~ Mutual assistance regarding investigative powers
Article 31 - Mutual assistance regarding accessing of stored computer data
A Party may request another Party to search or similarly access, seize or similarly secure,

and disclose data stored by means of a computer system located within the territory of
the requested Party, including data that has been preserved pursuant to Article 29.
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The requested Party shall respond to the request through the application of international
instruments, arrangements and laws referred to in Article 23, and in accordance with
other relevant provisions of this chapter.

The request shall be responded to on an expedited basis where:

a there are grounds to believe that relevant data is particularly vulnerable to loss or
modification; or

b the instruments, arrangements and laws referred to in paragraph 2 otherwise
provide for expedited co-operation.

Article 32 - Trans-border access to stored computer data with consent or where
publicly available

A Party may, without the authorisation of another Party:

a access publicly available (open source) stored computer data, regardless of where
the data is located geographically; or

b access or receive, through a computer system in its territory, stored computer data
located in another Party, if the Party obtains the lawful and voluntary consent of
the person who has the lawful authority to disclose the data to the Party through
that computer system. '

Article 33 - Mutual assistance in the real-time collection of traffic data

The Parties shall provide mutual assistance to each other in the real-time collection of
traffic data associated with specified communications in their territory transmitted by
means of a computer system. Subject to the provisions of paragraph 2, this assistance
shall be governed by the conditions and procedures provided for under domestic law.

Each Party shall provide such assistance at least with respect to criminal offences for
which real-time collection of traffic data would be available in a similar domestic case.

Article 34 - Mutual assistance regarding the interception of content data

The Parties shall provide mutual assistance to each other in the real-time collection or
recording of content data of specified communications transmitted by means of a
computer system to the extent permitted under their applicable treaties and domestic
laws.

Title 3 — 24/7 Network
Article 35 - 24/7 Network

Each Party shall designate a point of contact available on a twenty-four hour, seven-day-
a-week basis, in order to ensure the provision of immediate assistance for the purpose of
investigations or proceedings concerning criminal offences related to computer systems
and data, or for the collection of evidence in electronic form of a criminal offence. Such
assistance shall include facilitating, or, if permitted by its domestic law and practice,
directly carrying out the following measures: S

a the provision of technical advice;
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b the preservation of data pursuant to Articles 29 and 30;

c the collection of evidence, the provision of legal information, and locating of
suspects.

a A Party’s point of contact shall have the capacity to carry out communications

with the point of contact of another Party on an expedited basis.

b If the point of contact designated by a Party is not part of that Party’s authority or
authorities responsible for international mutual assistance or extradition, the point
of contact shall ensure that it is able to co-ordinate with such authority or
authorities on an expedited basis.

Each Party shall ensure that trained and equipped personnel are available, in order to
facilitate the operation of the network.

Chapter IV - Final provisions

Article 36 - Signature and entry into force

This Convention shall be open for signature by the member States of the Council of
Europe and by non-member States which have participated in its elaboration.

This Convention is subject to ratification, acceptance or approval. Instruments of
ratification, acceptance or approval shall be deposited with the Secretary General of the
Council of Europe.

This Convention shall enter into force on the first day of the month following the
expiration of a period of three months after the date on which five States, including at
least three member States of the Council of Europe, have expressed their consent to be
bound by the Convention in accordance with the provisions of paragraphs 1 and 2.

In respect of any signatory State which subsequently expresses its consent to be bound
by it, the Convention shall enter into force on the first day of the month following the
expiration of a period of three months after the date of the expression of its consent to be
bound by the Convention in accordance with the provisions of paragraphs 1 and 2.

Article 37 - Accession to the Convention

After the entry into force of this Convention, the Committee of Ministers of the Council
of Europe, after consulting with and obtaining the unanimous consent of the Contracting
States to the Convention, may invite any State which is not a member of the Council and
which has not participated in its elaboration to accede to this Convention. The decision
shall be taken by the majority provided for in Article 20.d. of the Statute of the Council of
Europe and by the unanimous vote of the representatives of the Contracting States
entitled to sit on the Committee of Ministers.

In respect of any State acceding to the Convention under paragraph 1 above, the
Convention shall enter into force on the first day of the month following the expiration
of a period of three months after the date of deposit of the instrument of accession with
the Secretary General of the Council of Europe.
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Article 38 - Territorial application

Any State may, at the time of signature or when depositing its instrument of ratification,
acceptance, approval or accession, specify the territory or territories to which this
Convention shall apply.

Any State may, at any later date, by a declaration addressed to the Secretary General of
the Council of Europe, extend the application of this Convention to any other territory
specified in the declaration. In respect of such territory the Convention shall enter into
force on the first day of the month following the expiration of a period of three months
after the date of receipt of the declaration by the Secretary General.

Any declaration made under the two preceding paragraphs may, in respect of any
territory specified in such declaration, be withdrawn by a notification addressed to the
Secretary General of the Council of Europe. The withdrawal shall become effective on
the first day of the month following the expiration of a period of three months after the
date of receipt of such notification by the Secretary General.

Article 39 - Effects of the Convention

The purpose of the present Convention is to supplement applicable multilateral or bilateral
treaties or arrangements as between the Parties, including the provisions of:

- the European Convention on Extradition, opened for signature in Paris, on
13 December 1957 (ETS No. 24);

- the European Convention on Mutual Assistance in Criminal Matters, opened for
signature in Strasbourg, on 20 April 1959 (ETS No. 30);

- the Additional Protocol to the European Convention on Mutual Assistance in
Criminal Matters, opened for signature in Strasbourg, on 17 March 1978 (ETS
No. 99).

If two or more Parties have already concluded an agreement or treaty on the matters
dealt with in this Convention or have otherwise established their relations on such
matters, or should they in future do so, they shall also be entitled to apply that
agreement or treaty or to regulate those relations accordingly. However, where Parties
establish their relations in respect of the matters dealt with in the present Convention
other than as regulated therein, they shall do so in a manner that is not inconsistent with
the Convention’s objectives and principles.

Nothing in this Convention shall affect other rights, restrictions, obligations and
responsibilities of a Party.
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Article 40 - Declarations

By a written notification addressed to the Secretary General of the Council of Europe,
any State may, at the time of signature or when depositing its instrument of ratification,
acceptance, approval or accession, declare that it avails itself of the possibility of
requiring additional elements as provided for under Articles 2, 3, 6 paragraph 1.b, 7, 9
paragraph 3, and 27, paragraph 9.e.

Article 41 - Federal clause

A federal State may reserve the right to assume obligations under Chapter II of this
Convention consistent with its fundamental principles governing the relationship
between its central government and constituent States or other similar territorial entities
provided that it is still able to co-operate under Chapter IIL

When making a reservation under paragraph 1, a federal State may not apply the terms
of such reservation to exclude or substantially diminish its obligations to provide for
measures set forth in Chapter II. Overall, it shall provide for a broad and effective law
enforcement capability with respect to those measures.

With regard to the provisions of this Convention, the application of which comes under
the jurisdiction of constituent States or other similar territorial entities, that are not
obliged by the constitutional system of the federation to take legislative measures, the
federal government shall inform the competent authorities of such States of the said
provisions with its favourable opinion, encouraging them to take appropriate action to
give them effect.

Article 42 - Reservations

By a written notification addressed to the Secretary General of the Council of Europe,
any State may, at the time of signature or when depositing its instrument of ratification,
acceptance, approval or accession, declare that it avails itself of the reservation(s)
provided for in Article 4, paragraph 2, Article 6, paragraph 3, Article 9, paragraph 4,
Article 10, paragraph 3, Article 11, paragraph 3, Article 14, paragraph 3, Article 22,
paragraph 2, Article 29, paragraph 4, and Article 41, paragraph 1. No other reservation
may be made.

Article 43 - Status and withdrawal of reservations

A Party that has made a reservation in accordance with Article 42 may wholly or
partially withdraw it by means of a notification addressed to the Secretary General of the
Council of Europe. Such withdrawal shall take effect on the date of receipt of such
notification by the Secretary General. If the notification states that the withdrawal of a
reservation is to take effect on a date specified therein, and such date is later than the
date on which the notification is received by the Secretary General, the withdrawal shall
take effect on such a later date.

A Party that has made a reservation as referred to in Article 42 shall withdraw such
reservation, in whole or in part, as soon as circumstances so permit.

The Secretary General of the Council of Europe may periodically enquire with Parties
that have made one or more reservations as referred to in Article 42 as to the prospects
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Article 44 - Amendments

Amendments to this Convention may be proposed by any Party, and shall be
communicated by the Secretary General of the Council of Europe to the member States of
the Council of Europe, to the non-member States which have participated in the
elaboration of this Convention as well as to any State which has acceded to, or has been
invited to accede to, this Convention in accordance with the provisions of Article 37.

Any amendment proposed by a Party shall be communicated to the European
Committee on Crime Problems (CDPC), which shall submit to the Committee of
Ministers its opinion on that proposed amendment.

The Committee of Ministers shall consider the proposed amendment and the opinion
submitted by the CDPC and, following consultation with the non-member States Parties
to this Convention, may adopt the amendment.

The text of any amendment adopted by the Committee of Ministers in accordance with
paragraph 3 of this article shall be forwarded to the Parties for acceptance.

Any amendment adopted in accordance with paragraph 3 of this article shall come into
force on the thirtieth day after all Parties have informed the Secretary General of their
acceptance thereof.

Article 45 - Settlement of disputes

The European Committee on Crime Problems (CDPC) shall be kept informed regarding
the interpretation and application of this Convention.

In case of a dispute between Parties as to the interpretation or application of this
Convention, they shall seek a settlement of the dispute through negotiation or any other
peaceful means of their choice, including submission of the dispute to the CDPC, to an
arbitral tribunal whose decisions shall be binding upon the Parties, or to the
International Court of Justice, as agreed upon by the Parties concerned.

Article 46 - Consultations of the Parties

The Parties shall, as appropriate, consult periodically with a view to facilitating:

a the effective use and implementation of this Convention, including the
identification of any problems thereof, as well as the effects of any declaration or
reservation made under this Convention;

b the exchange of information on significant legal, policy or technological
developments pertaining to cybercrime and the collection of evidence in electronic
form;

c consideration of possible supplementation or amendment of the Convention.

The European Committee on Crime Problems (CDPC) shall be kept periodically
informed regarding the result of consultations referred to in paragraph 1.
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The CDPC shall, as appropriate, facilitate the consultations referred to in paragraph 1
and take the measures necessary to assist the Parties in their efforts to supplement or
amend the Convention. At the latest three years after the present Convention enters into
force, the European Committee on Crime Problems (CDPC) shall, in co-operation with
the Parties, conduct a review of all of the Convention’s provisions and, if necessary,
recommend any appropriate amendments.

Except where assumed by the Council of Europe, expenses incurred in carrying out the
provisions of paragraph 1 shall be borne by the Parties in the manner to be determined
by them.

The Parties shall be assisted by the Secretariat of the Council of Europe in carrying out
their functions pursuant to this article.

Article 47 - Denunciation

Any Party may, at any time, denounce this Convention by means of a notification
addressed to the Secretary General of the Council of Europe.

Such denunciation shall become effective on the first day of the month following the
expiration of a period of three months after the date of receipt of the notification by the
Secretary General.

Article 48 - Notification

The Secretary General of the Council of Europe shall notify the member States of the
Council of Europe, the non-member States which have participated in the elaboration of
this Convention as well as any State which has acceded to, or has been invited to accede

to, this Convention of:

a any signature;

b the deposit of any instrument of ratification, acceptance, approval or accession;

c any date of entry into force of this Convention in accordance with Articles 36
and 37;

d any declaration made under Article 40 or reservation made in accordance with
Article 42;

e any other act, notification or communication relating to this Convention.

In witness whereof the undersigned, being duly authorised thereto, have signed this
Convention.

Done at Budapest, this 23rd day of November 2001, in English and in French, both texts
being equally authentic, in a single copy which shall be deposited in the archives of the
Council of Europe. The Secretary General of the Council of Europe shall transmit
certified copies to each member State of the Council of Europe, to the non-member States
which have participated in the elaboration of this Convention, and to any State invited to
accede to it. L
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